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Why talk about botnets ?

● They are a major component of criminal
infrastructures on the Internet

● It is not just about malware

● At the same time known and not well known

● I am also carrying research towards a PhD
on the fight against botnets
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http://www.complexnetworks.fr/
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Botnets – General principles

Command & control mechanism

DDoSPersonal
data

Control panel

Spam



The beginning of a more 
systematic approach
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Botnet

- Functionalities

- Dates

- Aliases…

Command & control infrastructures

- Protocole

- Infrastructure

- Commands

Bots

- Propagation mechanisms

- Functionalities

Other related malware

- Role

- Propagation mechanisms

- Functionalities

People

- Role

- Country

- Criminal group

Control panel

- Localisation

- Programming language

Fichier/systèmes de configuration

Fight operations

- Structure

- Members

- Actions

- Target

Exploit platforms

- Functionalities

- Vulnerabilities exploited

- Countries targetted



The cybercrime ecosystem

Banking card copying
skimming

Advance fee fraud

E-commerce fraud
Theft of banking,

personal or otherwise
valuable data

Scareware,
ransomware...

East
European
and local International

Electronicians

Installers

Mules

Developpers

Isolated criminals

Malware

Botnets

Fraudulent access

Isolated attackers

Organized crime

Denial of service

Script-kiddies

Sometimes
very local



Classification

● I am convinced that:

● Classification of malware, can be helped by 
classification of botnets, propagation 
mechanisms

● This means collaborative work is a necessity

● It will help and identify suspects behind
malware and botnets more efficiently
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RAT

Data theft

Ransomware

Botnet categories
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Banking

Police lock
Spying

DDoS

Spam

Other uses…



Banking botnets

● ZeuS, SpyEye, Torpig, Carberp, IceIX…
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Parameters Control panel (ZeuS)

Trusteer about Carberp: http://ef7.fr/NFmDoP

Theft of personal data,

including from « secure »

keypads



JabberZeus
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http://zeuslegalnotice.com/

http://garwarner.blogspot.fr/2012/03/microsoftdcu

-fs-isac-and-nacha-vs-zeus.html

http://krebsonsecurity.com/tag/jabberzeus/
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A mobile botnet

● FakeToken (Android)

● Communication through 
SMS & HTTP

● Logical evolution of 
banking malware



Distribution by SMS spam

● http://blog.fortiguard.com/android-malware-
distributed-by-malicious-sms-in-france/
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RAT – Remote administration 
trojans
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● Everybody remembers BackOrifice

● Other are very popular today

● Very often script kiddies will use their own IP 
address and dynamic DNS redirectors

● Xtreme RAT Video…



Bredolab
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Dorifel

14http://www.damnthoseproblems.com/?lang=en
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Duqu

CVE-2011-3402

Relay

Local network
contamination

Screen copies
Keystrokes
Configuration
Web history
...

Map: Kaspersky lab
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Police ransomware
Gema

Gimemo

AlertLockReveton

Goldenbaks

Gendarmerie

ACCDFISA

Silence locker

https://www.botnets.fr/index.php/Police_lock
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General scheme (first cases)

Drive-by download

Exploit kits

Malicious Javascript
- On hacked websites
- Inside advertising banners

- Ransomware
- Other malware

Payment ticket 
+ personal data



Exploit kits

● Nuclear Pack, BlackHole, Sweet Orange, Phoenix,… 
(https://www.botnets.fr/index.php/Catégorie:Exploit_kits)

● A real business model, marketing attitude, customer
management, … introduction of the latest 0days
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Exploit kits

● http://www.youtube.com/user/kafeineify
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Potential actors Malware coders

Exploit platform

managers

Exploit platform

coders

Traffers
Website « hackers »

Collectors

Launderers
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Reselling platforms
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A vivid ecosystem

● Distribution of a ransomware through Skype

● http://techcrunch.com/2012/10/08/ransomware-worm-now-spreading-on-
skype/

● “lol is this your new profile pic? 
h__p://goo.gl/{BLOCKED}5q1sx?img=username”

● The Sality botnet was used to scan the whole IPv4 address space for 
SIP servers (02/2011, presented 2012 by UCSD)

● http://www.h-online.com/security/news/item/Botnet-maps-the-entire-
internet-1725674.html

● Botnets distributing other botnets

● Disposable botnets

● The exploit kit war (latest around… Cool Exploit Kit 
(http://malware.dontneedcoffee.com/2012/10/newcoolek.html)
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Work to come

● Refine the classification

● Comparison of operations against botnets (public, private, 
working groups, etc.)

● Technical issues

● Legal issues

● National and international mitigation projects

● Detection of malware activity inside networks

● By operators

● By companies
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Questions

The logo and the robot are a creation of @sapicgraph
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@ericfreyss
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http://www.lcem.fr/


