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Why talk about botnets ?

betnets.fr

. They are a major component of criminal

Infrastructures on the Internet

. It is not just about malware

. At the same time known and not well known

. | am also carrying research towards a PhD

on the fight against botnets

http://www.complexnetworks.fr/




Botnets — General prmmples




The beginning of a more
systematic approach

Fight operations Botnet . People
- Functionalities
- Structure _ Dates - Role
- Members _ Aliases - Country
- Actions - Criminal group
- Target \
Command & control infrastructures
- Protocole Control panel
- Infrastructure > - Localisation
- Commands - Programming language

Fichier/systémes de configuration

Other related malware

. - Role
Exploit p.Iatfo.rr.ns - Propagation mechanisms
- Functionalities - Functionalities

- Vulnerabilities exploited

./b/ - Countries targetted
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The cybercrime ecosystem

East Mules
European

and local

Installers

s International

| Banking card copying
Skimming

Electronicians

Theft of banking,

E-commerce fraud >

! personal or otherwise
Isolated attackers | [ AMGHUMIES valuable data
- verylocal |
* Fraudulent access @ Organized crime )
\—’/ -
- ‘Advance fee fraud
7 . Dotnets Scareware, 4

ransomware...
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m servw@ ,
Isolated criminals

/

Script-kiddies | @
‘b/‘ X X Developpers
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Classification

. | am convinced that:

. Classification of malware, can be helped by
classification of botnets, propagation
mechanisms

. This means collaborative work is a necessity

. It will help and identify suspects behind
malware and botnets more efficiently
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Botnet categories
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Banking botnets

Gn Sgry yr usbder

v1.2.50 [ ] [V Injects is OF )

@& Spy Eye..
Parameters

Control panel (ZeuS)

1. ZeuS, SpyEye, Torpig, Carberp, IcelX...

Collectors. et
T e tns Koy Hice IX ver. 1.0.5 (M =] |
e r Bot's SEttiﬂgS B - - - .
: Setting's path: [ htpiscahostjcfq_proxy.php Console:
r Beknet's rame: [ My botnet
= e r e B e
= r Statistic's retrieve timeaut: :IID ' min
[ Weblngeaus | [ See RC4 encryption key: =
FryTv—y [IRemove certificates [ Disable TCP Server
( Buid bot |
Settings file: | Ci\Frojects|Metal_distriv1.0. |
( Build bot's settings |

Check if your PC is infected entering RC# encryption key
RC4 encryption key:

1 Remiove bot Vou are not infected with Ice T2

Important Security Notice:
ICICI Bank does not ask you for any personal information other than

your user 1D and passyard wwhen you log inta swwse icicibank com. IE @ E IE E IE' E II' E E
Ferig

[a]

[k]

o | 0
asswori: l:l LUse virtual keyhboard

{Recommended)

Virtual Keyboard (for entering password only)

Startin: | hy Accounts V| |

To knowy maore shout Yirtual Keyboard, Click Here Th eft Of pe rso n a I d ata )
Hew users? Register here. Forgoet password? Trouble logaging in? i n Cl u d i n g fro m « Sec u re »

Report a suspicious e-mail. Cybher Cafe Security About e-mail fraud
keypads

Customer Service | Internet Banking FAG's | Internet Banking Dema
Privacy | Online Security | Terms and Conditions | Disclaimer |

betnets.fr Trusteer about Carberp: http://ef7.fr/NFmDoP




JabberZeus

http://krebsonsecurity.com/tag/jabberzeus/

Global Reach

l 1. Malware coder writes malicious
software to exploit a computer i
vulnerability and installs a trojan S.008 malware COderleXplﬂlte rs
victims [N\
P .
Ha;kér
2. Victim infected 3. Banking
with credential- Targeted credentials :
stealing malware vietim  siphoned cgﬁ:;::’:;:
. 2 Law Enforcement
6. Hacker log XS el Tos
ﬁ}i\g‘ £ aar gy Response To Date:
/'/\\=q Te :"‘r' .:.:

( # Money ' F ot Total FBI cases: 390
pransferred t Attempted loss: $220 million

Victimbank  to mule illi
ictim ban K i 9 Actual loss: $70 million

Victims are both

financial

institutions and
owners of infected %

machines.

United States: 92 charged and 39 arrested
United Kingdom: 20 arrested and eight search warrants
Ukraine: Five detained and eight search warrants

http://garwarner.blogspot.fr/2012/03/microsoftdcu
-fs-isac-and-nacha-vs-zeus.html

http://zeuslegalnotice.com/
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A mobile botnet

—zaee | - FakeToken (Android)

mToken

“J . Communication through
SMS & HTTP

. Logical evolution of
banking malware

86587143

Banesto ©

i 10
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Distribution by SMS spam

. http://blog.fortiguard.com/android-malware-

distributed-by-malicious-sms-in-france/

Membre

Marque:-

Modéle: STAR ADDICT

betnets.fr

Bonjour,

Ce matin fe re¢ols un message du 10052

" Pour le bon fonctionnement de votre appareil, téléchargez la nouvelle mise a jours ANDROID Flash Player cl-dessous :

httQ://‘anurl.cog-

J'al ur-SBar Addict, Je ne sals pas sic'est un virus. Quand J'al verifier I'url du téléchargement sa venait d'un serveur mall, et le
whols me disals que sa venait d'arabie.

Je les téléchargez puls je les ouvert on aurait dit une image flash. Puis je I'al désinstaller.
J'al des chances d'avoir un virus ?
Car les permissions, prennait le réseau envoyez des sms efc...

Merci beaucoup!
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RAT — Remote administration
trojans
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. Xtreme RAT Video...

. Everybody remembers BackOrifice

. Other are very popular today
. Very often script kiddies will use their own IP

address and dynamic DNS redirectors
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Bredolab

Nederlands | English

P@LITIE

= Korps landaigks poitadearmien
Phathartasds Polew Agwter

Home + ReportCrime -+ + Press Release + About Dutch Police

Your computer is infected!

If this Browser has opened automaticalty then your computer has been infected with malware.
Your computer has become part of a bot network.

This message has been sent to vou by the High Tech Crime Team of the Dutch National Crime
Sguad and aims to notify all owners of infected computers.

Dutch National Crime Squad takes down infamous botnet

On October 25th 2010, the High Tech Crime Team of the Dutch Matienal Crime Sguad took
down a very large botnet, containing at least 30 million infected computer systems worldwide
since July 2009. These computers were infected with the malicious Bredolab trojan, through
infected websites. Through these botnets, cybercriminals can spread large amounts of other
viruses and create new botnets.

In close cooperation with a Dutch hosting provider, The Dutch Forensic Institute (NFI), the
internet security company Fox-IT and GOVCERT, the computer emergency response team of
the Dutch government, shut down 143 computer servers today.

More information:

For more information about removing Bredelab from vour computer, visit:
https:hweww. waarschuwingsdienst.nlRisicos/\Virus sen+en+malware/Ontmanteling+Bredolab.html.

= — — —— = = = 7]
W FOX-IT  GOV<@®>CERT.NL i PYLITIE

s Korg landsl|jke polltledianstan

betnets.fr
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Dorifel

........Refresh ... Exit
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NCSC publishes Dorifel factsheet

Mews | 19-08-2012

An outbreak of the Dorifel virus primarily infecting systems in the
Metherlands was seen in early August 2012, The virus is being
spread through the Citadel botnet. This factsheet will take a closer
look at the relatienship between Dorifel and Citadel, describe the
impact of an infection and recommend steps to take if you are
infected. We conclude with providing a number of tips to avoid
infection.

The most important things about Dorifel

» Darifel is a virus that actively seeks out Office documents on network
drives and external media (USE sticks, external hard drives, etc.).

» The Citadel botnet is used to distribute Darifel.

» Activating the Dorifel virus has revealed previous Citadel infections.

» Multiple antivirus vendors have released updates that can identify Dorifel
and restore files.

» Citadel was originally designed to attack users of internet banking
SErvices.

» Cybercriminals are also using the Citadel botnet for other purposes.

» Computers may have been been infected with the Citadel botnet malware
for some time.

http://www.damnthoseproblems.com/?lang=en
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Screen copies
Keystrokes
Configuration
Web history

Local network
contamination

s e
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Police ransomware

Gendarmerie

Spam

Votre ordinateur a été
bloqué pour violation de la

ATTENTION!

loi Frangaise

Les mfractions suivantes ont été détectées:
Le fait, en wue de sa diffssion, de fixer, d'enregistrer ou de transmettre des matériels pomographique impliquant des mineurs

.
» Utilisation des logiciels en mfraction avec les droits d'auteur.
« Partager des fichiers multimédia en mfraction avec les droits d'auteur,

Pour débloquer votre ordimateur, vous dever payer 200 € dans les 3 jours prochaines. Si vous ne payez pas dans dans le délai
précisé, votre ordinateur sera confisqués et volre cas sera soumss au tribunal

Gendarmerie
nationale

!

Engin [7]
Access to your computer was denied.

Les imfractions suivastes oot é4é détectées ais0:3 cominal ofenss in

Lefat, de fner, éries
- SPAM

+ Uslisation des lopiciels en firaction avec les drodts dtenr

» Pactager des Sckiers muinédia cn infraction avec les drots fsutenr

tormeny.

douniosaeg 3 o
[re— g

Yeur Barson 30T WhO uséS pour IP-383833 a4

c
5564 1or he above mentoned es
Pour déblocqucr votre cedinatenr, vous deves payer 200 € dans les 3 jocrs peochsines. Si vous e payer pas ds duns e déds

précisé, votre ordinstrus sera cocfisqués cf volre as scra socsmss 3 trbemal

Vous pouves payer Tamecads wvee Tisde des vouchers Ukash on Paysafecard. Achedcr les vouchers pax Ukiash ou Paysafiocand
de 200 € Easie, owres e tab «Payer amendes, rempl le forme avec les codes e valoers des vouchers, et chique s e bowton
«Payer ammendes Voure orcinateur sera débloqué dans les 24 bewes suvacses

Apeés le déblogusge, nows sugpéroas que vwus:

+ Supprime towtes les fchicrs multimédha en effacion avec s drots e
+ Supprime des bopiciels en ifraction avee les deodts datew
+ nstallr m ogiciel antvinas, i voras ofen aves pas emcere.

eCops est une initiaive
de In Federal Computer Crime Unit de In Police Judiciare Fédérale (FCCU)
et du Service Public Fédéral Economie, PME, Classes moyennes et Energie

Ukash/Paysafecard est facile

Vous trowvere: Ukashpaysafecard

ToraL
* Trouvea le point de vente le phus prod

* Demandez Ukash Payeaecard ‘0( 50( 100€, 200€

de supermarchés et de bureaux de
tabac.

| Payer amende

code Ukash de 19

16 chiffres)

+ Faire m scam sns-virus.

Votre SE:
Votre sdresse IP:

Wisdows Seven Vetre FAL:

Vetre ville:

ATTENTION!
Votre ordinateur a été bloqué pour violation de la loi Belgique

paycash. paysafe.

Silence locker

Goldenbaks

Selling spots

Aeoe2 0
Other selimg spots

Gimemo

POLICE
NATIONALE

=—POLICE

Selectionnez la methode preferable de paiement

(Mkash
S paysafe

poyceen pogese

possiBLE v

Pour des raisons de securite, votre sys-
teme Windows a ete bloque.

e s e

possieLe vl

e s 1 e B b s

Office Central de Lutte contre la
Criminalité Liée aux Technologies de
Finformation et de la Communication

Activite illicite demalee!

30t et e 1 ot g, b oot Tt et o 01

Pourever e Mocage deFarinater vous deves payes e

[T o e ———
1) b e deie a aces 6 sysiame de paesmers Uik

o o4 b Gt

(D kasti ou puis-je acheter un voucher Ukash?
a1t k8 8108t Bt e, Vi et sl
it o o s € e, e, O
e e iy g o e B s e it
T - s e i s
e ————
echargn e o 47 o

Toneo 57
Loc|

Bpaysale

Vo oo paterd s e v e frsce, e s sk,
i o o e v B

ﬂ sEm=m <l/7"‘

Lo

remcot La raison peut etre la visite des siles infectes ou
pomographiques. L'ordinateur est dans un etat

critique, en cause de cela le systeme peut perdre
P

Votre ysteme nformatique sera restaure (quar) bien-
1o, pour ce fa soin d'entrer un code
ansfert de 100 euros dans les. systemes de
d ou de Ukash. Vous pouvez Facheter

e punsatebes & cfoctacebe pascemcnt

S R ——

T
¥
¥

L Lo p————— fous vos documents e {code} s wimport quelsstaion de gu ou Kosave s
e D et e airss journaus. Ces codes peuvent egalement etre acheles
e o e et sy P e thet et fepsble e Coe ISl 1 % M8 pYmes, JOUS BUkS Ml o s cartos de recharge sont vendu
s e O - T telecharger la mise a jour complementaire pour \e

e kb 24 o systeme de securite

M 1 Mot -; o Carne e 1

1 el Enter

| R (Dkuh Cette mise a jour paye est desti

It o v s s b o o e 's. Cette mise a jour va Immedialement apres avoir entre un code et Ia verfication
QR o e i Spaysate - proteger completement volre systeme contre les e 500 exactiude, volre systeme informatque sera mis a

3 jour et protege - tous les chevaux de Troie @t les virus
virus et les logiciels malveillants, va stabiliser volre Jos st protoge

leme informatique et va eviter la perte de don-

ehGrplog

POLICE

sacem¢
/A

NATIONALE

Votre ordinateur a été vermouillé. Déverrouillage de l'ordinateur

T ——

e e . QR

[ACCDFISA Protection Program

WHY?. -

From your computer '

BYNDESEOLPEl 2OUNYS -

Achtung!

Reveton
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https://www.botnets.fr/index.php/Police lock

and as a resut our service biocked access 10 your
computer, Inchuing oy nmom 3ccess (except for ur sta)

43 11 Yius ¢ T Nool apar M s vry Cangeious Ml mockees keek ieary 18 houe,
rwise we wil remave al protecton
program data including the operating system and all your fles without the Possibilty of recavery.

Ukasn cade (1008 or 100€) mm Reterence mmur mmmm

to the special service phone nurm! )
LT e L
stores near you
Tofind stores near you vist:
After that our experts within 1-3 hours Wil do your computer from g
‘spam and send you sms on the ceil phone or ¥ -ard code and your )

control code (which unlock your PC) that must be enter here:

Send Contrel Code

*Do not attempt in any way to remove the protaction program, because if you try to do this, your operating system Windows will be
unuable

Anti Gyber Crime Depanmant of Fy

il Internet Security Agency (ACCOFISA)

ACCDFISA




General scheme (first cases

Exploit kits

CraTvCTah WM xoCTM BV
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Othes conrtry “ “ L] 1667 @
2 - wm e
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- On hacked websites ourorn  Amma i | [ —i—:

- Inside advertising banners R |

Drive-by download

ATTENTION!

Votre ordinateur a été

Gendarmerie
nationale

- s
- Ransomware i
- Other malware

ayer 200 € dans les 3 jours peochaes. S woss ne payer pas dans dass le 44l
crs souzs s bl

Payment ticket
+ personal data 17
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Exploit kits

. Nuclear Pack, BlackHole, Sweet Orange, Phoenix,...
(https://www.botnets.fr/index.php/Catégorie:Exploit_Kits)

. Areal business model, marketing attitude, customer
management, ... introduction of the latest Odays

. Blackhole exploit kit eepcua 2, NEW BepcHA nONyNADHOW CBAZKA 3KCNNOATOR

Mogrmens ma resy | CaoBuprs gpyry |

Paunch [ B4epa, 22:37
BlackHole exploit Kit 2.0
Yy ] .
EEEL] Pagu npueeTcraoas Launch CJ [ Buepa, 18:29
Fpynna: Chaunanver RS b et BHIIMAHWE BHMMAHWE 11!

Coobwamei: 104
Parncrpauma: 06,.11.2010 "lHTEFI

NonwzosaTane N?: 33 936 L -.-
o = Mo o e e “EEEEI Notasned O0day Java prcnnolT, cTydnTe 23 obHOoBKaMKM, NpobKB HHOT...

'ﬂlﬂ AT@ENEHOCTE E-l:!‘:.l'_' NaCHOCTE

1. Mat MaxcuMansHo Mpynna: Cneuwanwvcr

AOTEHLMANEHO 38X0 CooBweHni: 38 KOHKYPEHTLI - NOATArMBaWTECs J))
2. Teneps TaKk ¥e M: Perncrpauna: 06.11.2010

3. JAR v PDF daifinm Nonezoeatens NE: 33 926

4. Ham ynanocs otez AeATensHocTs: GesonacHocTe

FPanyTauHA: 3
{ 1% - xopowo )

BCEX IANOASLLMX, BH
Peam B =
5. Buinu yBpaHs Boe 1 oA 2
[ 1% - xopowo )
(atomic + byte), PDF

6. B Bepcuii 1.7 Ceoik — — — -

COCTIABNATE C23MM, BOT Napy NpuMepos: newsfindex.php, /fcontacts.php W T2 ganee, TeNeps 33 3TOT MOMEHT H 18
M3 CNOBIPKMKA € PEANLHEIMK CNOBIMK 3 He PaHAOHHLIMK ByKBaMM.
b tnets fr 7 Bunzuz Tonani ATAaaTea TN UuranhucM AANLTIAEa3TaNaM LUTA AAFIILISSTE ANW AABTARMWAM 23VANnG na

.




Exploit kits

. http://www.youtube.com/user/kafeineify

microsoft.com
File Edit View Favorites Tools Help

L Favorites .5 :; * @ FreeHotmal &)
»

95~ | Adobe - Flash Player 43 Microsoft Lpdate Miv B [0 dm v Page~ Safety~ Took~ v
Qui

i ck Links | Home | Worldwide

Saarch Microsoft.com for:

Microsoft Update

Microsoft Update Home 7 Wel C o m e \“f ?::ﬁ:;l[i]ch_deams;

icrosoft Update

Options
S Your computer is set to receive secunty
Review your update history - & crtical updates automatically
Checking for the latest updates for your computer...

Pick a time to install updates
Change sattings IEEEEE

FAQ
Get help and support
Use administrator options

ODEG

e
7] F.‘_I‘F.‘
PEID

Microsoft Update Privacy Statement
@ 2012 Microsoft Corporation. All rights reserved. Terms of Use | Trademarks | Privacy Statement

& Internet v ®wen -

oft Update - Wi % Add or Ren Progr...

tnets.fr
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< <

betnets.fr

— . \ . _,' Exploit platform

Traffers anagers

{[]1]
EEHEE

BERRRRRR

. Collectors

an)

-

Launderers
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Reselling platforms

Main  Pincode shop  Sell Ukash

0On this site you can:

Exchange ukash, cashu
Top-up your betamax account
Purchase Skype credit and Skype In

Get your consultation about digital
money for free

Pincode Shop:

Slame; 10% skype = 11 USD Liberty
e Reserve

i .dl-
J.A..L:r

ot s

10 EUR. Betamax = 15.50 wmz

We accept:

& WebManey . H HES pevbrm

(kash

Working hours

Monday - Saturday
08:00 - 22:00 GMT

tnets.fr

Buy Ukash

Contacts

Selll, Get
Ukash 20...49 EUR voucher
value

Ukash 50...100 EUR voucher
value

Ukash 20...49 GBP voucher
value

Ukash 50...100 GBP voucher
value

Cashu USD

@kaa

exchage |

Liberty Reser
UsD

yahoo:

If vou want to b

SELL UKASH - PAYSAFECARD

™ Paysafecard

ﬁ FaySafeCard

@ paysafecarc
pay cash. pay sale.
Sell PaySafeCard instant to
wmz, wmr, wme, wmu, Ir, pm, ligpay,
visa, paypal, ckpay, moneybookers,

paxum, alertpay.

1 EUR = 2546 WM WMR.
1EUR=0.82PMUSD
1EUR=061PMEUR
1EUR=080LRUSD
1EUR=061LREUR

1 EUR = 0.76 LigPay USD
1 EUR =24 187 LigPay RUR
1 EUR =5.871 LigPay UAH
1EUR =076 VisaUsD

1 EUR =24 187 Visa RUR
1EUR=24.187 Visa VIR

1 EUR = 0.76 PayPal USD
1 EUR =0.76 Paxum USD
1 EUR = 0.76 Alertpay USD
1 FIIR = 0 7R Niknav L 1SN

english

Ukash Cashu Register

Paysafecard Instant exchange - Selling of Paysafecard for PayPal, WebMoney etc

How to exchange?
1. Enter pin's data. The voucher consists of 18 numbers and face value {sum), begins on «0x». For Exsmpls 0123-1234-1234-1234
h. will be app Iy}

3. Select prefersble scumency and enter your purselsccountivisa number along with e-mail for confirmation

2. Enter the value of voucher and select pin's cumenc of

4. Push "Submit vouchers™. Ususally exchange takes up to 24 hours, but we can take some time{48 hours) to process it

FIN Value * Currency

1 EUR[~]

Add voucher

Fassword (if exists)

WebMoney | “&: WebMoney |~ €: WebMoney WebMoney
‘WebMoney WMR ‘WebMoney WMZ WebMoney WME ‘WebMoney WMU
You get: 0 You get: 0 You get: 0 You get: 0

A\ Liberty A/ Liberty

“ Perfect Money® | Perfect Money®

st pastect === Reserve === Reserve
FPerfecttoney USD Ferfecthoney EUR LibertyReserve USD LibertyResernve EUR
You get: 0 You get: 0 You get: 0 You get: 0
Visa USD Visa RUR Visa VIRTUAL Paypal USD
You get: 0 You get: 0 You get: 0 You get: 0




A vivid ecosystem

betnets.fr

Distribution of a ransomware through Skype

http://techcrunch.com/2012/10/08/ransomware-worm-now-spreading-on-

skype/

“lol is this your new profile pic?
h_ p://goo.gl/{BLOCKED}5q1sx?img=username”

The Sality botnet was used to scan the whole |IPv4 address space for
SIP servers (02/2011, presented 2012 by UCSD)

http://www.h-online.com/security/news/item/Botnet-maps-the-entire-
internet-1725674.html

Botnets distributing other botnets
Disposable botnets

The exploit kit war (latest around... Cool Exploit Kit
(http://malware.dontneedcoffee.com/2012/10/newcoolek.html)
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Work to come
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Refine the classification

Comparison of operations against botnets (public, private,
working groups, etc.)

Technical issues

Legal issues
National and international mitigation projects
Detection of malware activity inside networks

By operators

By companies
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http://www.lcem.fr/

e Questions

collection dirigée par Nicolas Manson

La cybercriminalité
en mouvement

Eric Freyssinet

betnets.ir

V1S Lavoisier

The logo and the robot are a creation of @sapicgraph

@botnets_fr

@ericfreyss Y
http://blog.crimenumerique.fr/
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