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SUMMARY

e Intro : Broadcasting something...
e 19684 : Discret 11

e 1995 : Syster

e 1990 - 2002 : Seca 1

e 2002 - 2008 : Seca 2

e Conclusion
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Broadcasting : For the masses

WO

Encrypted Stream

;7 e Picture + sound
N O\ e Signaling

=¥

e Broadcast 1s for everyone
e No uplink

2 problems :
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Broadcasting : The recelver
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Bad luck :-and GREEN are UNIQUE for EVERYONE
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Broadcasting: Secure device
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Bad luck’ :|NE8DN and[GREEN are UNIQUE for EVERYONE
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Broadcasting : Monthly update

User ke
@ Y EEPROM
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Rate, 1 per |hourlg /N © Monthly key
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CRYPTO
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The-value per subscriber 1s an UPDATE key !
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N
1984

The first pay-TV
system 1n France :

« DISCRET 11 »
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Discret 11
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Discret 11

1st panic
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Discret 11

Main motivation °?

eChallenge
e F'UN

* 5SS
e And ...

1st pan

GreHack e 2012 I‘ﬂ‘Phll 10/49”




Discret 11

S
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A porn movie broadcasted each
first Saturday of the month ..
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Discret 11 : The 1mage

The 1mage, regarding
to the timing aspect
of each line.

Next frame L

_

3 differents lines

O : need to wait 1804ns
1

2

: need to wait 902ns
: line on time
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Discret 11 : First hack

Flirst implementation
White line

Voltage comparators,
and live line timing
adaptation.

Broadcast start the 4
November 1984.

This implementation

was published in
December 1984 in a
french electronic
19, [T ek TOS2IPLGHY 20O wW| JOWST ., . (..., WIS FOIPR W j magaZil’le !

Not a perfect solution, sometime
wlth black line, the hack didn't
apply the correct delay.
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Discret 11 : countermeasures

Countermeasures to

E IL ”Ii kill pilirate decoder :

52i s All the line that must
_ . | As only 52ups of signal
"ﬁ o0 : ‘ | 1s displayed, 1t did
o IS : ' ' o] "-
Hy 1Ty v
Eﬁ ' 64} us
E?JII?'&TE'%‘PLQH!?QQ?‘FIJP PSR S ST N

not disturb too much
the viewer.
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clone

Discret 11 :

The EEPROM to clone for using the subscription of
vour friend. In 1984 1t was secure, because no one

own an EEPROM programmer ©

Monthly update
coupon

Dump of the
EEPROM 9306

Al 05

31 476 110

juin 05 | 57 851 555 |

53 697 367

58 181 166

HNURERDO
L ABONNE

DI2THEPE

HUMERD
DE DECODEUR

1518228,30
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FEFE
A1AA
AZ2AA
FEFE
A405
FEFE
AGAS
FEFE

FEFE
Al1AA
A2AA
A305
FEFE
ADbO
ABAC
FEFE
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Discret 11 : full disclosure

The full encryption scheme was discover by only

looking the sequences of pictures.

e Each 6 frames the scrambling sequence restart

e 11 for 2711 : the size of the delay table

e The monthly code 1s only the start point of the
delay table.

e Ab1lity to automatically find the monthly code.

Important : today the original code in the
official receiver have never been dumped !

Nothing other than pictures was
needed to break the svstem.
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N
1995

Second pay-TV
system 1n France :

& SYSTER »
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decoder

All the secret 1n the white KEY but
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Syster : the picture
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Syster : plcture more closer

With SECAM one line have RED color information
encoded, the next one the BLUE, and so.

The line MIX done by the crypt system break this
rules of RBRBRBRBRB.. lines.

While monitoring the color of each lines 1t was
possible to reconstruct each frame, without knonwing
the real algorithm & session KEY.

The decoder was build by Kudelski, but we add always
bet 1t was designed for PAL system.
Bad luck, 1t's SECAM 1n France ..

They did not learn from the 1984 lesson!
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Syster : bad dayz, but

The countermeasure had certainly ask a lot of
brain at Kudelskili engineer : find an encryption
scheme who did not break the RBRBRBRB.. sequence.

They manage 1n and kill all the pirate decoder.
One point !

But ..

The white KEY as show all 1it's secret with a
simple buffer overflow & code injection.

Then, dump, learn, 1mplement & so ..
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N
1996-2002

Satellite broadcasting,
Stage 1 ...

« SECA 1 »
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SECA 1

First try for the provider i1n the wonderful
satellite world with European broadcasting.

All the cards broken with software bugs.

All secrets known, thousands 1implementation of

emulators.
Revival and clone of official cards without much

pain.

All the different wversion of SECA 1's ROM had
never secure anything more than a short period ..
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N
2002-2008

Satellite broadcasting,
Stage 2,

« SECA 2 »

Grellack @ 2012 % phil je24/4922




SECA 2 : The black screen

This time, a secure card ...

Let's share 1t !
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SECA 2 : Share vyour card

DVB norm born i1in 1993

No connection between peers 1in 1993,

but now-day 1t's a fact.

Let's exploilt the bad design !
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SECA 2 : the DVB flows

Time-1line of DVB streaming

t3

tOI tl t2

Vldeo 0 Video 1

Sigpaling 0O|Signaling 1

Current KEYO
Next KEY1

Delay F F

t0 : zap on a channel, ask KEYO|KEY1l, use KEYO
tl : use KEY1l and ask for KEY1|KEYZ

10 secs to grab the next session key, an eternity ...
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SECA 2 : hardware for sharing

Server side : a cheap 1IS07816 smarcard
reader and a TCP/IP session manager.

Tips : a 3,57MHZ
clock 1s the
norm. But
overclocking the
card at o6.00MHZ
1s fine, faster

zappling !
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SECA 2 : hardware for sharing

Client side : Modified rented receiver

(JTAG) with extra code added to grab
session KEY over a serial port + a PC
or a Linux embedded device to run a
sesslion manager connected to internet.
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SECA 2 : countermeasures

e An annoying feature : an extra encryption on
the signaling datas. Usually AES 1s used and
the signaling 1s decrypted by the receiver
before sending ECM to the card. To solve this
problem, needs to reverse the firmware of an
official running set top box and extract the
AES KEY needed to clean the ECM before send 1t
to the card server.

e Until 2012, no real countermeasures on card
sharing. Nowadays a rate limit on a card : no
ECM serial flow from different channels are
allowed. Even a fast zapping can lock the card
and need a RESET to run agailn.
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SECA 2 : The smartcards

E DIGITALE|

E.:'
E.
g
2

.

3 ROM : but all the reverse based on the V7.0
from Italia, because the dump was available.

=» The studying of the 64KB ROM show no strong
software bug, only the ability to write
datas/instructions in EEPROM, but no way to jump
in. Useful but not enough

SO, let's go for the real stuff :
Faults 1njection
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SECA 2 : The microcontroller

F————————— e e e e e e e e -

iata
I B-hi :
[ — :
i Access G :
: Cariral .
EEPROM ,
I User Memory |
1
Flash Genaral Crypio- — .
C " Frogram: Purpose  fe——= Processor [ FRiOM :
Mamory Registers |
] EH .
im ¥ COSEE |
e - - AAM
E;ELT Ejlr Bl Drata Memary
Jﬁ_
. ALL
Instraciion
Dhecoder a
115
Ciontrod L ]
Line i . Timer [ | Resst
o L | ooy [T
OES
DFA Counter
Measur 5
Check:
Accelerator

ATMEL 90SCo464C

On the paper :
« Secure Control »

Black Hat 2008 say:
&The most secure of
the available OTS

Bad luck for us...

Ok, but let's
check this feature
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SECA 2 : Glitches

e At 3.5/MHZ : trying glitches on VCC and
CLK, nothing other than reset even or
sometime kill the card.

e At 800KHZ : no way with VCC, but random
faults obtained with the CILK.

e At 1MHZ : same behavior.

But we needs stability and
reproduce the behavior

1st panick
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min00ns 2. 0B0Ops Eaqu [ZReady

DC

With CLK=1MHZ, glitch 50ns after the edge, pulse 1is
20ns wide. Works each time : skip an instruction.
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Current Simulation 4 100.0 > ——5 0 0——p20 .0
Time: 5000 ns 1a00ns 13580 ns 1400 hs 1440 ns 14800 hs 1540 ns 1600 NS 1640 ns 1700 ns 1780 n

gll Clk_Card

all Clk_Mcu

il Clk ; IO OO OO O OO OO O OO O T

all Rst
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SECA 2 : The « unlooper »

How 1t works

100MHZ . CLR=IMHZ + _ E
CPLD Glitches i
XC9536XL | -
CLK= Ask for
10MHZ glitches
- g CPU
— i
| fm'n ~ AT90S2313
‘ -
- U T/0

One single clock for all.
Card CLK / CPU CLK ratio : 1/10
Fnough for accurate cvcles counting

1st panick
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SECA 2 : The « unlooper »

50ns, 20ns, means a clock of 100MHZ.
Hard for hobbyists like us

But this can be bought for a few bucks

Cut & strap few connections,
replace the CPLD, remove IC
slowing lines, the modded
one 1s ready and stable

1st panick
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SECA 2 : Synchronise 1t

Synchronize the CPU & the card at the cycle.

e Need a reference point to start count
cycles : when the last bit of the command
1s send, the CPU start to count.

e The ratio of 1/10 between card & CPU allow
to be accurate and never miss a cycle.

SO, we are ready to hit an instruction,
but how to count cycles ?!7?
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SECA 2 : Count the cycle

The needs of a simulator ..

Manually count cycles 1s i1mpossible : glitch
an 1nstruction after 55709 cycles can't be
counted on our finger ..

«AVR studio» help us on this point.
Rut we needed to mod the i1nstructions of the

full ROM because AT90SC6464C i1s not
supported.
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SECA 2 : Random delay

Another security feature : random
delays 1n execution flow. 100% of
the code 1n the card 1s non
constant timing.

Was a problem without the dump to
reproduce behaviors; but with the

dump, Just need to skip the calls
to the function.
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SECA 2 : Stack manilipulation

ROM dump show us a nice function : A
command (Cl B4) doing RAM copy.

With the help of 5 glitches and
speclal crafted parameters, this
command can write 1n RAM any bytes.

This can be used to override the
return address 1in the stack and Jump
in EEPROM.
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SECA 2 : List of the tools

In our toolbox we have now

1.Software bug to write 4x22 bytes
1in EEPROM.

2 .Hardware (unlooper) to handle the
card and hit any instruction in
execution flow.

3.A AT90SC6464C simulator for ROM
cycles count & running code.

4.Stack manipulation ability.
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SECA 2 : THE attack !

Scenario for running our own code

1.Assemble and write the code 1n
EEPROM using the software bug.

2.Use unlooper to send the glitches
while sending Cl1 B4 command to
jump 1n the EEPROM.

3.Get the result of our code as a
legacy command would return
values.
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SECA 2 : Applications

Benefits of running our code

1.Dump every part of ROM/RAM/EEPROM
for studying purpose, but also

e Monthly key

e User management Kkey
2.Replace any byte 1n EEPROM

e Change RSA private key to avoid
counter measures.

e Replace serial number, management key
from a valid customer.
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SECA 2 : Rackdoor

Now let's write our backdoor

Another nice feature 1s the ability
for the provider to send upgraded code
1n the card. Using this feature allow
us to run homebrew functions, but

WITHOUT unlooper.

With a simple ROM / RAM / EEPROM
management backdoor, vyou have the full
access with a simple ISO 7816 reader.
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SECA 2 : Rackdoor

Main:

rizetI0Byte:

InitSupport :
FJdEEFPRCH

FdFini=sh:
RAFLASH:

1di1
call
clr
out
1di
1di
1d1

call
=t
dec
brne

1di1
call

1d1
1d1
14
14
1d
14

cpi
breqg
cpi
breg

Mowy
=t
=t
1di
1d1i
call

rimp

out
14
call
adiw
=0
breg
rimp
TIimp

lpm
call
adiw
=0
breg
rimp

rle, 0=xE5
0=789D

rld

RAMPY, rl18
r3l, 0x9
30, 0=x60
r17?.0x85

0x78DE
Z+.rlh6

rl?
rGetI0Byte

rl6, O0=xE5
0x789D

rZ26, 0=RI
27, 0=x09
rle, H+
rif0, ¥+
ril. I+
r25. H+
rl9, i+
r19.0=x40
InitSupport
r19, 0=x80
RAFLASH

rl17 :rl6. r3l:x30
—w.rl9

-v.r25

r20, 0=zeb

r2l. 9

N=4505

Main

RAMPZ, rl8
rle.Z
N=789D
ra0, 1
r31.r25
FdFinish
RAEEFPROH
Main

rle.Z
N=789D
ra0, 1
r31.r25
FdFinish
RAFLASH

Foutine d'émis=sion

FAH =&lectionnée

Adresse M5B de destination
Adresse LSB de destination
133 octets & recevolr

routine de réception =érielle

AP1 :

acquitement

adresze L5B de départ
adresse M5B de départ
NMxz96F ——: type de support REiM.- esprom-rom
970 ——» adresse LSBE

02971 ——> adrese  NSB 133 bytes mandatory :

=973 ——» zone d'ecriture

" DIUMP EEPROM-R&H

. DUMP ROM thel = FLASH or RAM

BvteZ:Bvte3 = ADR

; Len pour 1'ecriturs BVte4 = LEN

;. routine d'écriturs Byvteb = Write EEPROM
or dump ROM or EEPROM
Byvteo6:Bytel33 = datas
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SECA 2 : countermeasures

Some try to hit cloned cards, but as we disallow
the code upgrade ability (backdoor & RSA KEY), no
way for the provider to gain again control !

With our degree of management of the card, no
countermeasures were really possible ..

ﬂWeOan! E
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SECA 2 : Emulators

As every secret was avallable, 1mplementation of
emulators 1n cheap smartcards with onboard fast
enough RSA / SHA1l was possible with full auto-
update features.

This time a strong countermeasure appears : The
card wasn't based on a standard AT90SCo464C .. A
modified wversion with a custom designed crypto-
engine was used. Some basics functions were
recovered by cryptanalysis (or unknown means), but
the strong customs functions remind today
undiscovered.

[mm They Own Us ! [mm
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This 1s the end ...

To conclude

e Beware of hobbyilist with no means,
time, determination and .. brains.

e Fun !

e The SECA 3 1s not compromissed, gilve
1t a try ?

e Questions °?
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