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• Hint 1 : This is not a mathematical operation, use your 

fucking brain! 

• Hint 2 : This is not steganography! 

• Hint 3 : Run it! 
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• Hint 1 : This is not a mathematical operation, use your 

fucking brain! 

• http://esolangs.org/wiki/Brainfuck 
o « Pi obfuscates Brainfuck instructions in random errors in pi digits. “ 

 

• Or  “random errors in pi digits” on google… 

 

 

 

 

• PI digits were at the end of the png file 
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• Result in Brainfuck: 
>+++++++[<+++++++>-]<++++.>+++++[<++++++>-]<+.>>+++++++[<+++++++>-

]<++.>+++++[<++++>-]<.>--[<+++>-]<.>++++[<+++>-]<+.>------[<+++++>-]<.>++++[<+++++>-

]<+++.>++[<++++>-]<+++.>------[<+++++>-]<.>+++++[<+++++>-]<+++.>---[<++>-]<-. 

 

• Run it and get the flag 
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• 2 teams solved it 

• Many thought it was brainfuck 
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• Befunge, https://fr.wikipedia.org/wiki/Befunge 
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• Some examples from http://esolangs.org/wiki/Befunge 

• Can be extended in multi-dimensional space  

(dimension > 2) 
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• Use a befunge interpreter, eg Wasabi, jsFunge or online! 

 

• Flag is computed from a 4 chars input, with a self-

modifying key 

 

• If input key is wrong : “non” in answer 

• Bruteforce 

• Reverse 

• Guess? 

 

• Input key : Fl4g 
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Input loop,   

for(i=4, i>0, i--) { 

 x = get(char); 

 push x; 

} 

      

Verification routine 

(first line) 

Pop x; 

If(x/10-7==0) 

 continue; 

else 

 abort; 
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Flag computation 

 

• Flag is « Befun_wih_Befunge » 

 

• Same path is used to compute 

both « Befun » 

 

• « HACK iZ »  -> « Fl4g iZ » (self-

modifying code) 

Abort function 
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• unsolved 
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• « Invaders » on google : 
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• 2 main differences 
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• Invaders…leet... 

 

• => http://www.dafont.com/fr/invaders.font 

 (ok it was not obvious) 

 

 

 

• Translate           with the invaders font  
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• 2 teams solved it 

• At least 4 different ways to solve it! 
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½ : random shellcode 

½ : shikata_ga_nai from linux/reverse_tcp in metasploit 

 

• The goal is to find if it is a polymorphic version of 

reverse_tcp or just random data. 

 

• Score /30 is only displayed at the end 

• => Impossible to know which one is a shellcode  
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Manual way 

Long and boring 

• No time limit 

• Reverse 30 potential shellcodes 
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Theoretical way 

 

some possible solutions… 

• Run it in a sandbox, check if it acts like the original 

reverse_tcp  

 

• Disass and do abstract interpretation  

 

• … 
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Systematic way 

(1 team used it) 

 

• Get shellcodes, hash them and store them in a database 

• 500 real shellcodes 

• 256^98 random shellcodes possible (length = 98) 

 

• => If the shellcode is already in the database, it is 

very likely a real one. 
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Hacker way 

(1 team used it) 

 

• Exploit a bug (voluntary or not :D ?) in the verification of 

answers. 

 

• Answer “yes/no” to all questions 
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