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Buffer overflows

* Perpetual top-3 threat [%

— SANS CWE Top 25 Most dangerous -—-T—--
programming errors

* Most drive-by-downloads

— infect browser, download malware

— 82—
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* NX bit/ DEP / WX
e Canaries and Cookies
« ASLR
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Still they come
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Evolution at work

“Memory Errors: the Past, the Present and the Future” [RAID’12]
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(stack-based overflows are getting rarer)

Other
Format
Pointer
Integer
Heap
Stack

2002

Memory error vulnerabilities categorized
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wouldn’t it be nice

if we found them

automatically

before release
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Testing
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Dowsing
A Guided Fuzzer to Find Vulnerabilities

TAINT
ANALYSIS!

P ek, ()
Dowsing is a type  of divination used to find ground water
buried treasure, rare gemstones, and now also bugs...
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Where’s the fire?

* Buffer overflows are a top 3 threat!
— Triggered under rare conditions

* Applications grow rapidly
— Automated testing doesn’t scale!
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Security testing today
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Symbolic execution

* Example: let’s model the speed of a car

Concrete values Symbolic values

115 km/h 100 < v <120 km/h

115 km/h 0<=v<=120km/h

250km/h v>=0km/h

19
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Symbolic execution

if (a > 3)
exit (0);

if (a > 2) {
do_somethingO0;
} else {
if (a <= 5)
do_somethingl;

ass‘q,(O);
°

else

20
2013-11-15
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Symbolic execution

if (a > 3)
exit (0);

if (a > 2) { a >3 a <= 3

do_somethingO0;
} else {
if (a <= 5)
do_somethingl;

ass‘q’(O);
°

else
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Symbolic execution

if (a > 3)
exit (0);
if (a > 2) { a > 3 a<=3
do_something0;
} else {
if (a <= 5)
do_somethingl;

ass 9 (0);
L]

else
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Symbolic execution

if (a > 3)
exit (0);

if (a > 2) {
do_somethingO0;
} else {
if (a <= 5)
do_somethingl;

ass'q’(O);
°

else
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Symbolic execution

if (a > 3)
exit (0);

if (a > 2) {
do_something0;
} else {
if (a <= 5)
do_somethingl;

ass 9 (0);
L]

2

else
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Symbolic execution

if (a > 3)
exit (0) ;

if (a > 2) {
do_somethingO0;
} else {
if (a <= 5)
do_somethingl;

ass ﬂ’ (0);
°

else
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Symbolic execution

if (a > 3)
exit (0);

if (a > 2) {
do_something0;
} else {
if (a <= 5)
do_somethingl;

5
ass ? (0); (a<=3) && (a<=2) && (a>5)x

else
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Symbolic execution

if (a > 3)
exit (0);

if (a > 2) {
do_something0;

} else {
if (a <= 5)
do_somethingl; 5
else
assert (0); (a<=3) && (a<=2) && (a<=5)
}
(a<=2)
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Symbolic execution

* Does not scale!

— The number of states grows exponentially, so the
analysis of a complex program can take ages!

— E.g., nginx vulnerability not found within 8 hours

Asia Slowinska: Dowsing for vulnerabilities 28
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But we don’t
want to test the

entire program

k

VU University Amsterdam


http://grehack.org

GGGGGGG

Only the
buggy bits!
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Surely, bugs can be anywhere!

* Can they?

* What do we need for a buffer overflow?
— Buffer
— Accesses to that buffer
— Loop

* We can look for these properties a priori!
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Moreover...

* All loops are created equal, but some loops
are more equal than others

— Complex code is buggier than simple code
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Buffer underrun in nginx

while (p <= r->uri_end)
switch (state)
case sw_usual: *u++
case sw_slash: *u++

ch; ...
ch; ...

400 lines of code
= that make your

. % — .
case sw_dot: *u++ = ch; ... head hurt

if (ch == "/") u--; ...
case sw_dot_dot: *u++ = ch; ...
if (ch=="/")u-=4; ...
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ldea: dowse for vulnerabilities

e Don’t try to verify all inputs

— Focus the search for bugs on small and
“potentially suspicious” code fragments

PartA ' PartB = PartC PartA | XXXX

1 “looks bug-prone”

& VU University Amsterdam GreHack
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1 “looks bug-prone”
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Buffer overflows in software

* Requirements:
— An array
— A pointer accessing the array
— Inaloop
* Find statically
— Hundreds — thousands of loops
e Qur strategy:
— Analyze data flow graph
— Rank based on complexity
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Identify places likely to have bugs

u=r—uri.data

{

.(u ch)

-(—.

4(—.4(— || .‘
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*u=ch)
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e We score based o

— Instructions
— Different constants

— Pointer casts

. terdar
. ers|ty Ams
& VU Univ

GreHack

Grﬂﬁ‘gk

?
How do we rank:

Instructiom

lex arithmctic instr‘uclions, ic., addition. and 5

Subtractioy

Other index Atithmeyje inslruclions, g, di\/isz()n, 10
mu](iplicanom Shifl, ang xor

Differen; Constant values 10
Constapts involyeq in aceessing fields of Structyreg 4]

T\'umcncal Valyeg dctcnnincd Gutside the loop 30
T\'on—in]mcd ﬁmcnons rcrumin,g BON-poiner Valueg 500

Daty Movemeny in;trucrim!s

Pointer mzmipulatiuns

Luading 2 pointer ,
OPeration relriev[ng

2013-11-15


http://grehack.org

GI‘EHQ:R

Does that work?!

* Consider nginx...

@ 70% of loops have minimal complexity

@ Example loop is in the top 5%

1000 ¢

Threshold -------

Complexity (points scored)

50 100 150 200 250 300
J° VU University /u.ioec: wan. GreHack Loops
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Input tracking

20

Peter and Dorothy Denning:
tracking information flows
since the 1970s!

* Aim:
— Infer relationships between inputs and candidates
— Taint tracking
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| Input tracking
Example: nginx HTTP request

20

Long input with multiple tokens.

GET /long/path/file HTTP/1.1

Host: thisisthehost.com

Content-Type: application/x-www-form-urlencoded
Content-Length: 1337
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Input tracking
Example: nginx HTTP request

20

Only small part influences given loop

GET /long/path/file HTTP/1.1

Host: thisisthehost.com

Content-Type: application/x-www-form-urlencoded
Content-Length: 1337

=>» Make only these bytes symbolic
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PartA | XXXX  PartC
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AN Symbolic execution

Now possible?

Not quite, but getting close
More tricks are in the paper [USENIX SEC’13]
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O Symbolic execution
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S Our approach
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Results

Program Vulnerability Symbolic input
Dowser
nginx 0.6.32 CVE-2009-2629 253 sec URI field
heap underflow 50 bytes
ffmpeg 0.5 UNKNOWN 48 sec Huffiman table
heap overread 224 bytes
inspired 1.1.22 | CVE-2012-1836 32 sec DNS response
heap overflow 301 bytes
poppler 0.15.0 UNKNOWN 14 sec JPEG image
heap overread 1024 bytes
poppler 0.15.0 | CVE-2010-3704 | 762 sec Embedded font
heap overflow 1024 bytes
libexif 0.6.20 CVE-2012-2841 652 sec EXIF tag/length
heap overflow 1024 + 4 bytes
libexif 0.6.20 CVE-2012-2840 | 347sec | EXIF tag/length
off-by-one error 1024 + 4 bytes
libexif 0.6.20 CVE-2012-2813 | 277sec | EXIF tag/length
heap overflow 1024 + 4 bytes
snort 2.4.0 CVE-2005-3252 | 617 sec UDP packet
stack overflow 1100 bytes
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So we found a buffer overflow

Now what?
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How to make use of it?

* DEP makes direct execution of shellcode unlikely

* |nstead: code reuse

— Return to libc
— ROP
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NEW!

SIGRETURN ORIENTED
PROGRAMMING
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Powerlifting

* Erik Bosman

% VU University Amsterdam GreHack 2013-11-15


http://grehack.org

GreHg:k

[deliberately left blank]

The SROP material has not been made public yet
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Conclusions

* Memory corruption are here to stay
— Good hunting ground for research topics

Only scratching the surface of fuzzing

— Dowsing looks promising

Interesting to look at new defenses
— CFl anyone?

Shellcode, ROP, JOP, ...

— Now SROP =» not the final word
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