Hacking a Sega Whitestar Pinball:
Focusing on the audio board
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Sega Whitestar Pinball Overview
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CPU/Sound Board

Security
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Main CPU




Main CPU Address Space

PAL16L8 u213
A >—2 0
A5 >—HN F7 1 ™ ROMCS
A3 2R Fi6 | '8 RAMCS
E[::::>44¥L 13 FI5 Allg{::::>|op0RT
Q[ 2w« Fl4 116 A9
WA 2115 FI3 |5 1 a10
RW[_ >—116 Fl2 |14 SNDSTB
A >3 FIt 118 xA0
A2 >—218 Fo |12 M iosTB
MPIN [ >—1119
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Main CPU Address Space

GAL16V8
U213

A15 A14 A13 /E Q VMA RW A11 A12 GND
MPIN IOSTB XAO SNDSTB A10 A9 IOPORT /RAMCS /ROMCS VCC

/ROMCS.T = A15 + A14 + IOPORT

/ROMCS.E = /E

RAMCS.T = A15 + A14 + A13 + A12 * A11 * A10 * A9 * /RW x /MPIN
/RAMCS.E = /E

IOPORT.T = A15 + A14 + /A13 + A12 + A1l + XAO

IOPORT.E = /E

IOSTB.T = /A15 * /A14 * A13 * /A1l

I0STB.E = /E

DESCRIPTION:
Sega Whitestar Pinball
U213 (Address space decoding)
(Extracted using Quine-McCluskey method)
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Replacing ROM

ats ] 1 ~ 32 [] vce
A6 [ 2 s [dw

A5 [ 3 30 [] A17
Atz [ 4 29 [] A4
A7 [ ] s 28 [] A13
A8 [ s 27 [] A8

A7 Q 2[]Ae

a]e S s
A3 e S =«
a2 [ 10 2 23 [ A0
a1 [ 1 22 [ cE
A0 [ 12 21 [] vor
oo [ 13 20 [J vos
o ] 14 19 [ vos
o2 [] 15 18 [] 10s
vss [] 18 17 [ vos

O ~ 32 [] vee
A6 [ 2 31 [J ais
A5 [ 3 30 [ A17
a2 [ 4 29 [] A14
A7 [ 5 28 [] A13
e =  er[Jas
As 7 8 26 [] A9
mde 5 s[an

A3 ]9 S z4[]OE
a2 [0 W 23[]a0

s i
m[n < =2[Jce
e 9O apgw
1o [ 13 20 [] 10s
ros [ 14 19 [ vos
o= [] 15 18 [] 10s
vss [] 16 17 [ vos

Security
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Replacing ROM




Main CPU Programming




Sound Board




Sound Board

Security
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Sound Board Block Diagram

Main CPU DSP
(M68BOYE) (BSMT2000)
Latch ROM 64KB | | RAM 8KB Latch DAC Voice ROM
4x4MB
Sound CPU
(M68BOYE)




Voices EEPROM

UL

b AL LL L
T LRV

m 8-bit PCM @ 8kHz




Sound CPU




Sound CPU Address Space

PAL16L8 u26
E D_2 10
BUF-FUL [__>—H{ I F7 119 [ Busy
BRW [ >—2 12 FI6 | '™ joSTAT
BAIS [ >— 1B FI5 (17 /BrROM
Bat4 [ >O—>{ 14 Fl4 11 /BRAM
BA13 D—6 15 FI3 LD BIN
FIRQ [ >—{ 6 Fi2 1 pspo
BA1 D—8 17 Fl1 LD DSP1
BA2 D_g 18 FO LD BD7
BLD [ >—119




Sound CPU Address Space

B 0x0000-0x1FFF: RAM

B 0x2000: Status Register (OSTAT

PAL16L8 u26

, signal)
ECD>—230
BUF-FUL [ D>—H{ " F7 119 ™ gusy H 0x2002: Main CPU / Sound CPU
BRW D2 P8R osTaT Command Register (BIN signal)
BA15 [ H>—2{ 18 FI5 117 /grROM .
a4 ma|s — e W 0x2006: DSP Status (BLD signal)
BA13 D—E 15 FI3 % BIN ) )
FlrRa > 16 Fi2 [ —— pspo m During read operation:
st C>—4 "7 AT = osei B 0x4000-0xFFFF: ROM
B2 O3 18 FO (2 ™ gp7 \ , . .
o A m During write operation:
B 0x6000: DSP Command (MSB)

B 0xA000-0xAOFF: DSP Command
(LSB)
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Sound CPU Wiring

5V +5V
1 u27 I us
2 CLR 5 2 CLR s
807 [ >—° al>—|nc BDO [ O>—° A=—{""> ssTo
JOSTAT [ D>——2{CK  @p* [ /psPRST 10STAT [ D>——-2{ok 3 Ine
PRE PRE

7474 O 7474 j’i
ISPRST Q =

1lda
sta

cla
anda
sta

#$80
I0O_STATUS ;; Reset DSP

#1
I0O_STATUS ;; Indicate to Main CPU that audio card
;5 1s ready




Main CPU / Sound CPU Interface

m Main CPU Command (8bit)

MAIN CPU DATA BUS

SNDSTB SOUND CPU DATA BUS
4
BIN 3
BUF-FUL 11 [y
/SPRST
[— > BUF-FUL
1ot <_JBIN
e T op —SFRQ
CLKC= . - ap* > /FIRQ

474 T,
TV
Security
System
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Main CPU / Sound CPU Interface

1lda #CMD ;; a <- CMD
sta SNDSTB ;3 [SNDSTB] <- a

MAIN CPU DATA BUS

SOUND CPU DATA BUS

SNDSTB
BN 1loe
BUF-FUL 11 | ¢\
/SPRST
(— > BUF-FUL
T IBIN
a2 ARl —— FIRQ

CLKC= . Y g > /FIRQ @_
v Security
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Main CPU / Sound CPU Interface

MAIN CPU DATA BUS

SNDSTB SOUND CPU DATA BUS
74374 us
a2 D2 sl 1al2 ___BD2
* D1 4|50 als BD1
D0 7)o 3|6 BDO
BIN 3 D3, 8l a BD3
07 1lsp olz___BD7
D6 e sal15__ BD8
D5 7y 7a|16___BDS
D4 18 gp sl 19___BD4
BN 1 loe
BUF-FUL 11 |\
/ISPRST
— > BUF-FUL
Lot <JBIN
TR
E e N > FIRQ
CLKC> slok  ahe > IFIRQ

esn_umy
System
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Main CPU / Sound CPU Interface

MAIN CPU DATA BUS

SNDSTB SOUND CPU DATABUS
74374 us
a2 D2 3o 102 BD2
* D1 4|50 als BD1
Do 7|0 3al6 BDO
BIN 3 D3, 8l 4w BD3
o7 1 |50 oli2__ BD7
D6 14 ]ep 6ol 15___BDS
D5 17|70 20|16 BDS
D418 sal19___BDA
BIN 1loe
BUF-FUL 11 [
/ISPRST
— > BUF-FUL
T o <JBIN
o
E e N > FIRQ
CLKC> slok  Gpe O /FIRQ

esn_umy
System
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Main CPU / Sound CPU Interface

lda BIN ;3 a <- [BIN]

MAIN CPU DATA BUS

SNDSTB SOUND CPU DATA BUS
3=
BIN 3
BUF-FUL 11 [
ISPRST
= > BUF-FUL
Lo <_JBIN
e —FIRQ
CLKC= Tpok Tt > /FIRQ

FRE
474 I,
v
Security
System
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FIRQ Handler

struct cmd_ring_buffer {
uint8_t begin;
uint8_t end;
uint8_t datal16];

}s




struct cpu_cmd {
uint8_t callback_idx;
uint8_t unkO;
uintl6_t mask;
void *xdata;

255

$0058: current_cmd —Pp

T struct cpu_cmd[]

$00E7: mode




Digital Signal Processor




Sound CPU / DSP Interface

m Data (16bit): 0x1234
m Address (8bit): 0x56

SOUND CPU ADDRESS BUS

SOUND CPU DATABUS

\ DSP DATABUS

74374 74374 ute
B 805 s 2 sps
503 o als___sD3
801 1 sle___sot
807 oo wls___so7
806 5 2 soe
800 w4 s sDo
502 1. sole___sp2
802 Py . salis___spa
W Nl
[ [

INO
<IN1
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Sound CPU / DSP Interface

lda #$12 5 a <- $12
sta DSP1 ;; [DSP1] <- a

SOUND CPU ADDRESS BUS

SOUND CPU DATA BUS |

DSP DATABUS

74374 74374 u1e
[ oo R
P o P—
e 3 Al st
1 ole w|e___sor
ol s PR
oo i )
e e B P
el ol P
W o W o
e [
0x12
DSPOC>
DSP1CO——
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Sound CPU / DSP Interface

lda #$34 ;; a <- $34
sta DSPO + $56 ;; [DSPO + $56] <- a

SOUND CPU ADDRESS BUS

SOUND CPU DATABUS |

) DSP DATABUS
2434 ars U6
s[o B 2 soe
| | P P
7] 7l o[s__son
sl tlw wfe__sor
wleo ., w06
vl u W soo
o o I
wlio o w__sos
Wi o [ [
P 050 1 [k
0x12 0x34
DSPOC>-
DSP1ICO—1 o
sor
sot
03
s0s
S0t
soz
00
s06

INO
<1IN1
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Sound CPU / DSP Interface

IN dma, INO DATA[dma] <- $0056

“e
-

SOUND CPU ADDRESS BUS
SOUND CPU DATABUS
] DSP DATABUS
7azra U6 a3 UM
805 s alz___soe B ol o
603 Py n|ss03 BA3 oo o
601 1 I PR BAT o2 @
607 o wls__sor BA7 oo o
606 5 W soe BA6 o, o
800 oo s so0 B o, «
802 . e _so2 B2 .
804 o oo solesps FIVR o
[T [
DSP0 il N1+ e
[
0x34

Security
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Sound CPU / DSP Interface

IN dma, IN1 ;; DATA[dmal <- $1234
'SOUND CPU ADDRESS BUS
SOUND CPU DATABUS
1 DSP DATABUS
74374 uis 74374 ute
- 605 s[o P
x 603 o I —_—
) 601 1 wale
| 607 el wle
w© 606 I S sl iz
sl 800 1 e sal s
70l B2 hid by 70l 16
sa] BD4 18 leo sal 12
[T
05RO ik
0x12 0x34

- INO
<JIN1
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DSP / DAC Interface

ws _I LEFT [ RIGHT |_

SCLK
QU= I !

E [ SPEAKER 1 (Stereo Right)

[ SPEAKER 2 (Stereo Left)

scik

TOA1543

ono Voo
R

IE " SPEAKER 3 (Mono)

DSP DATABUS
SA2C—>

Security
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BSMT2000

A1/PA1 [ 1 a0l A2/pA2
AoPAO ]2 39[] A3
MC/MP []3 38[] A4
RS []4 37% A5
INT []5 36 ] A6 , 1y
cLkouT []e 35/ A7 m Brian Schmidt’s Mouse Trap
X1 []7 34 A8 .
X2/CLKIN [ 8 33[] MEN m Used in many arcade
N machines from 1991 o 2003
D8 []11 30[] Vee
e B S m Masked ROM TMS320C15
b H ZB Al m DSP from Texas Instruments
D13 |16 25[] D1
D14 [ 17 24[] D2
D15 (|18 23] D3
D7 []19 22[] D4
D6 [|20 21[] D5

Sveiem
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TMS320C 15 Block Diagram

S Data Bus
16
Shifter T(16)
(0-16)
Multiplier [«'8<]

P(32)
32

Address
Data RAM
(256 Words)
Legend:

ACC = Ac.cumul_alor . . Data

ALU = Arithmetic Logic Unit

ARP = Auxiliary Register Pointer

ARO = Auxiliary Register 0

AR1 = Auxiliary Register 1

DP = Data Page Pointer

P = PRegister

PC = Program Counter

T = T Register

Data Bus

Security
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BSMT2000

MC/MP
BSMT2000
D[15:0] P
IF CORE
Program ROM DATA RAM

4K x 16b 256 x 16b




Dumping BSMT2000 Mask ROM

TBLR dma ;3 DATA[dma] <- PROG[ACC]
OUT dma, port ;5 I0[port] <- DATA[dma]

—&——— Fetch TBLR Instruction Select Mask ROM

MaskROM[ACC} Fetch OUT instruction —=—— Output Mask ROM[ACC]—#—
men [\ [\ [\ / N\ /
/mp \
2 0 PC X PC+1 X ACC X PC+2 2277 port Y,
d ////////////////////// TBLR dma X OUT dma, port OUT dma, port X MaskROM[ACC] %

Syatem
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Dumping BSMT2000 Mask ROM

—a——— Fetch TBLR instruction Select Mask ROM Fetch OUT instruction —=—— Output Mask ROM[ACC] —#—
Jmen
w
Jmp
B8 PC X PCH1 X Acc X PC+2 G, port Y,
d TBLR dma X___OUT dma, port OUT dma, port ) MaskROMIACC] Y/

—a4—— Fetch TBLR instruction ———»—&—— Select Mask ROM ——p—

men [\ I\ I\

/mp / \ R

a 74 PC X PC+1 X ACC

d /////////////////////J TBLR dma X OUT dma, port
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Dumping BSMT2000 Mask ROM

—a——— Fetch TBLR instruction Select Mask ROM Fetch OUT instruction —=—— Output Mask ROM[ACC] —#—
Jmen |
w I
Jmp
= 7 PC X PC+1 X ACC X PC+2 ! port
d TBLR dma X OUT dma, port OUT dma, port___ ) MaskROM[ACC] %

—— Fetch OUT instruction ——&—Output Mask ROM[ACC]—»—

/men /_\ /
w \ /

/mp

a X PC+2 270 _»ot Y77
d ——{_oUTdma, port__\ MaskROMIACC] Y77,
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BSMT2000 Testbench Block Diagram

FPGA
A[11:0] External
D[15:0] Program
MP Memory
/W Bus
BSMT2000 /MEN Controller

/DEN Shadow
CLK Mask ROM




Dumping BSMT2000 Mask ROM

LACK 1 ;3 ACC <- 1
SACL O ;3 DATA[O] <- ACC
LT O ;3 T <- DATA[O]
MPYK 1 ;3 P<-1xT
ZAC ;3 ACC <- 0
loop: TBLR O ;; DATA[0] <- PROGI[ACC]
SACL 1 ;3 DATA[1] <- ACC
0uT 1, 1 ;3 I0O[1] <- DATA[1]
oUT 0, O ;3 I0[0] <- DATA[O]
APAC ;; ACC <- ACC + P

B loop
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BSMT2000 Testbench
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BSMT2000 Address Space

IN 0: Sound CPU command address
IN 1: Sound CPU command data

IN 2: EEPROM data

0UT 0: EEPROM address

OUT 1: EEPROM bank

OUT 3: Sample out (Left)

OUT 7: Sample out (Right)




BSMT2000 Initialization

OSTAT  EQU $2000
DSP1 EQU $6000
DSPO EQU $A000

init_dsp:

;; Reset DSP
lda #$80
sta OSTAT ;3 Set DSPRST

;; Compute command address according to the desired DSP mode
1db #$FE ;; select mode 1

ldx #DSPO

abx ;73 X <— b + x

;; Select DSP mode by writing O at DSPO + “mode

clra

sta #DSP1 ;3 MSB

sta ,x ;3 LSB

;3 Start DSP

sta OSTAT ;3 Clear DSPRST
rts




DSP Main Loop

ZAC

LT VOLUME1
MPY SAMPLE1
LTA VOLUME2
MPY SAMPLE2

LTA VOLUME12
MPY SAMPLE12

APAC
SACH 0, TMP
OUT DAC, TMP

; ACC <= 0

; T <- DATA[VOLUME1]

; P <= T % DATA[SAMPLE1]

; ACC <- ACC + P; T <- DATA[VOLUME2]
; P <= T % DATA[SAMPLE2]

; ACC <- ACC + P; T <- DATA[VOLUME12]
; P <= T x DATA[SAMPLE12]

; ACC <- ACC + P

; DATA[TMP] <- ACC[31:16]

I0O[DAC] <- DATA[TMP]




Mixing Audio Streams

Channel 12
ADPCM Stream

Channel 1 Channel 2 Channel 3

PCM Stream PCM Stream PCM Stream Channel 12

PCM Stream

Channel 1
Volume

Channel 2
Volume

Channel 3
Volume

Channel 12
Volume
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Sound CPU Commands Handling

BIOZ fetch ;5 Jump to ‘fetch‘ if TST pin
;; 1s active
NOP ;3 Burn CPU cycles
NOP H
NOP M
B next
fetch: 1IN 0, 60 ;; DATA[60] <- I0[0]
LAR ARO, 60 ;3 ARO <- DATA[60]
IN 1, = ;3 DATA[ARO] <- I0[1]

next:
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TST pin wiring

C121
100pF

| 9|tgT BSMT2000

CLKOUT < 6 | cLKOUT

W CLKOUT = CLKIN / 4 = 6MHz




BSMT2000 data memory layout

0x0-0xA: Channel playback positions
0x16-0x20: Channel rates

0x21-0x2B: Sample limits

0x2C-0x36: Sample loops

0x37-0x41: Sample bank

0x42-0x4C: Channel right volume
0x4D-0x57: Channel left volume
0x58-0x62: Sample data

0xFF: Scratch




Back to Sound CPU firmware




DSP operations

#define MAX_CHAN 12

struct dsp_ops {
void (*set_fixed_volume[MAX_CHAN]) ();
void (xset_rate[MAX_CHAN]) ();
void (*set_default_rate[MAX_CHAN]) ();
void (*stop_playing[MAX_CHAN]) O);
void (*load_pcm_sample[MAX_CHAN]) O);

void (*op5[MAX_CHANI) ();
void (*op6[MAX_CHAN]) O);
void (*op7[MAX_CHAN]) ();
void (*op8[MAX_CHAN]) );
void (*op9[MAX_CHAN]) ();

e&i_ecurlly
System
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Main CPU commands

struct cpu_cmd {
uint8_t callback_idx;

uint8_t unkoO;
uintl6_t mask;
void **xdata;

Pattern

Bytecode
255

i cmd.data i Pattern
$0058: current_cmd ——p Bytecode
0 — Pattern
T Bytecode
struct cpu_cmd[] L

$00E7: mode

1

Security
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Example : Play PCM Sample

;; PCM sample description
818B: 00 00 ;5 pcm.base
;; sample starts at 0x0000

818D: 47 AC ;5 pem.limit
;; sample finishes at 0x47AC

818F: 47 86 ;5 pcm.loop_start
;; sample playing must loop at 0x4786

818F: 3C

818F: 03 ;5 pcm.bank
;; sample is located on bank 3 of U17 EEPROM

;3 Explosion pattern bytecode

91DE: 05 81 8B ;; load pcm sample described at 0x818B into channel
91E1: 09 01 ;3 set channel volume
91E3: 01 1D 01 6D ;; set channel rate, start sample playing

;; and wait 7425 ticks (0x1D01) => 2.53 seconds

91E7: OF ;; free the channel and stop sample playing




PCM Samples

struct pcm_sample {

uintl6_t base;
uintl6_t limit;
uint16_t loop_start;
uint8_t unk;
uint8_t bank;

Security
System
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PCM Samples




Track Allocation

$0061: 1list_head

v | v !

| | v | v
next next next next next
prev prev prev prev . prev
t — t |
$03AE $03C0 $03D2 $03E4 $05B8

struct track {
struct track
struct track
void
uint16_t

uintl6_t

uint8_t
uint8_t

uint8_t

*next;
*prev;

*instruction_pointer;

counter;
last_timestamp;

next_instruction;
type;

channel_id;

// Address of the next bytecode
// instruction

// Used for operation timing

// 0: Background track

// 1: Foreground track a
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Track Types

Channel 1 Channel 2 Channel 3 Channel 11 Channel 12
Background track Background track Background track Background track
(type = 0) (type = 0) (type = 0) (type = 0)

Unmuted track
$00EA: 00 00 00 00 00 00 00 00 00 00 00 00

Muted track

Security
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Track Types

Channel 1 Channel 2 Channel 3 Channel 11 Channel 12
Background track Background track Background track Background track
(type = 0) (type = 0) (type = 0) (type = 0)

Sound track
(type = 1)

Unmuted track
$00EA: 00 01 00 00 00 00 00 00 00 00 00 00

Muted track

uint8_t *channels_types = (void *) O0xOOEA;

if (track.type == channels_types[current_channel])
dsp_ops [current_channel] () ;

Security
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Track Types

Channel 1 Channel 2 Channel 3 Channel 11 Channel 12
Background track Background track Background track Background track
(type = 0) (type = 0) (type = 0) (type = 0)

Unmuted track
$00EA: 00 00 00 00 00 00 00 00 00 00 00 00

Muted track

Security
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m IRC: Ptishell@irc.rezosup.org
m Mail: surply@lse.epita.fr
m Twitter: @Ptishell
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